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Troubleshoot Problems 
With Data Center Cabling 

Documentation & A Well-Thought-Out Cabling Plan Are Invaluable 



Cabling issues inevitably hap¬ 
pen at the worst possible time 
and need to be resolved quick¬ 
ly. You can recognize some 
cabling issues early on, so you 
can employ preventive mea¬ 
sures. But beyond identifying 
cabling problems, you need 
an arsenal of troubleshooting 
advice for how best to fix them. 

Know What’s Common 

Many common cabling issues 
are due to the lack of a well- 
thought-out plan. Ken Koty, 
sales engineer at PDU Cables 
(866/631-4238; www.pducables 
.com), says it’s easy to skip best 
practices and jump into cabling 
when the first racks are installed 
only to experience problems 
later. Look to standards such as 
TIA/EIA 942 (the telecommu¬ 
nications infrastructure standard 
for data centers) for detailed 
guidelines and requirements. 

Laura Viars, senior sourc¬ 
ing specialist at Rackmount 
Solutions (866/207-6631; www 
.rackmountsolutions.net), says 
cabling often contributes to 
network connectivity issues. 
EMI interference, for example, 
can hamper network speed if 
cabling is too close to electrical 
sources. Fluorescent lighting is a 


frequent offender, but seasoned 
cabling installers know of such 
issues and have the installation 
expertise and a clear, defined 
plan that avoids this issue. 

Take A Preventive Approach 

A well-documented cabling 
system is invaluable for quickly 
identifying cables, panels, and 
ports when problems occur, 
says Tom Hodson, director of 
sales at Total Cable Solutions 
(888/235-2097; www.total 
cablesolutions.com). Keep 
this documentation in-house 
and updated whenever adds 
or changes occur, and require 
installation personnel and/or 
vendors to provide all related 
information from the beginning 
to end of each link and grid/ 
location coordinates for each 
termination along the link. 

Also important is using 
high-quality products. Viars 
says lower-quality cabling 
might save money, but “you 
do get what you pay for.” 

Other preventive measures 
include using color coding, 
which Koty says helps provide 
quick cable visual identifica¬ 
tion, simplifies management, and 
saves time when tracing cables. 
Koty also says to run cables in 


the hot aisle when running power 
and data cables under floor, 
make sure cables are the right 
length (short cables risk dis¬ 
connects; long cables consume 
space, waste money, add clutter, 
and can make troubleshooting 
difficult), pull old cables when 
changing/replacing cables, use 
cable ties, and consider brushed 
grommets to protect cables. 

Call In The Pros 

Many speed issues are caused 
by poorly planned networks 
containing more terminations 
than necessary, Viars says. She 
advises having a clear plan when 
implementing a new network. “If 
you’re unsure of the best way to 


lay out your network, a profes¬ 
sional can help you design and 
install it properly,” she says. 

Hodson says cable installa¬ 
tion personnel are well-versed in 
OTDR meters and other cable 
testers. Having professionals 
check individual cable links from 
end to end to ensure traffic is 
within spec can be worthwhile. 

Viars agrees, adding that 
crosstalk, bandwidth issues, 
hardware faults, and related 
areas can be difficult to identify 
without proper tools or experi¬ 
ence. Hiring a technician to iden¬ 
tify speed issues might cost more 
upfront, but “your time might be 
better spent on other tasks, thus 
justifying the cost.” 
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FEATURED PRODUCT 


A Clear Plan In Case Of Disaster 

Expert Advice From Paragon’s Certified Disaster Recovery Planners Will Help You 
Be Properly Prepared & Ensure Your Business Gets Back Up & Running Quickly 


Do YOU HAVE A PLAN for 
what you would do if your 
enterprise lost power? What if 
you couldn’t access your place 
of business? What would you 
do if your data center flooded? 

Although it’s tempting to 
believe your enterprise would 
never experience a disaster, 
chances are it will. And even if 
you regularly back up your soft¬ 
ware and data and have what 
you think is a thorough plan, 
it’s always best to get help and 
advice from an expert—like the 
certified Business Continuity 
and Disaster Recovery planners 
at Paragon. 


In the DR business since 
1994, Paragon Software has the 
experience to make sure your 
enterprise’s disaster recover 
plan is designed to get you 
back up and running quickly 
in case of disaster while ensur¬ 
ing your business meets its 
recovery goals and objectives 
and stays in compliance with 
HIPAA, Sarbox, and any other 
applicable regulations. 

If you aren’t sure of your orga¬ 
nization’s disaster-readiness or 
don’t have a formal and current 
disaster recovery plan, Paragon 
offers a self-assessment ques¬ 
tionnaire to get started. 


From there, one of Paragon’s 
certified disaster recovery plan¬ 
ners would conduct a thorough 
audit and analysis, consisting 
of onsite interviews, reviews of 
your business and infrastruc¬ 
ture, current DR plan, require¬ 
ments, and objectives, a pro¬ 
cess typically taking from two 
to four days. 

After the onsite review, 
you’ll receive a high-level risk 
assessment, complete with a 
report and gap analysis, and 
a new disaster recovery plan 
and documentation, designed 
specifically for your compa¬ 
ny and based on industry best 


practices. Paragon experts can 
even help with implementa¬ 
tion, training, and exercise ser¬ 
vices, helping to further ensure 
you and your team know how 
to restore critical systems and 
processes within your recov¬ 
ery time objective. 


Paragon Business Continuity 
& Disaster Recovery Planning 


Backed by more than 20 years 
of industry experience 
You’ll receive an onsite review 
and a customized plan 
Help with implementation and 
training is available 




paraGon 


(888) 347-5462 
www.paragon-software.com 


COMPANY TO WATCH 


Committed To Equipment Sales & Repair 

Pegasus Computer Marketing Specializes In Point Of Sale, Barcode, Mobile Computers & Kronos TimeClocks 


Do one thing, and do it well. 
It’s an age-old adage that holds 
true for Pegasus Computer 
Marketing, which has been in 
business since 1987. 

Although the products and 
services the company offers 
have changed through the 
years, driven by the shift away 
from mainframe hardware and 
peripherals, its focus remains 
on being a total used hard¬ 
ware provider for sales, repair, 
parts, and complete systems. 

Since the late 1990s, Pegasus 
has been selling and repair¬ 
ing point of sale terminals and 
peripherals, barcode equipment, 


mobile and mounted comput¬ 
ers, networking peripherals, and 
Kronos TimeClocks. It can ser¬ 
vice nearly any make or model 
and offers new and used parts 
and complete systems. 

Pegasus performs all depot 
maintenance, flat-rate repair, 
sales, and buyouts from its 
7,500-square-foot facility in 
Forney, Texas. 

Having a central location 
allows the company to provide 
the best in technical and sales 
staff expertise and stay current 
on trends and the prices and 
availability of equipment its 
customers use. 


All hardware sold or 
repaired by Pegasus is tested, 
refurbished, and foam-packed 
for shipment by staff right at 
its facility, ensuring total qual¬ 
ity control and the ability to 
quickly turn around emergen¬ 
cy requests from customers. 

The company has stood 
the test of time and, in fact, 
still performs repairs and 
maintenance for some of 
the same retailers that have 
been trusting the company 
since day one, along with 
countless other companies 
that need a quality, reliable 
repair center. 



Pegasus Computer 
Marketing 


• In business since 1987 

• Offers repair, sales, and 
maintenance services all from 
its Texas location 


(800) 856-2111 
www.pegasuscomputer.net 
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Recortec, Inc. 

23” Rack Mount Monitor 


- Mounts in 8U with mounting brackets to fit 19” rack width. 

- 1920 x 1080 resolution, 5,000,000:1 Dynamic contrast ratio. 

- 178/178 degree viewing angles. 

- EPEAT Gold Rated, Energy Star 5.0 & RoHS Compliant. 

- Options for mounting in 24” rack width. 

- Made in USA by Recortec, Inc. 

-10.1” thru 23” rack mount monitors available. 

Email: sales@recortec.com for more products. 



(800)729-7654 | www.recortec.com 
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Optimized with Intel® Many Integrated Core (MIC) Architecture 



Simulation 


Engineering 


Semiconductor 


Multimedia 


Oil & Gas Exploration 


3D Rendering/Gaming 


Financial Simulation 


SuperBlade' 


FatTwin 


Up to 120 Xeon Phi™ and 120 CPUs in 42U Rack 
FDR/QDR InfiniBand or 10GbE connectivity optional 
Server management & Intel® Xeon Phi™ coprocessor 
status monitoring through IPMI 2.0 

Non-Blocking PCI-E 3.0 xl 6 connections maximize I/O bandwidth 
Up to 768GB DDR3-1866MHz in 24 DIMMs 
Redundant Platinum Level Digital (95%+) Power Supplies available 
Supports Dual and Single Intel® Xeon® Processor E5-2600 
and E5-2600 v2 product families 


SYS-4027GR-TR(T) 


SYS-6037R-72RFT+ 


SYS-1027GR Series (shown) 
SYS-1017GR Series 
SYS-5017GR Series 


_ r ▼ - _ 

MDigital! We P wertheCloud 

| www.supermicro.com/Xeon_Phi | 

© Super Micro Computer, Inc. Specifications subject to change without notice. 

Intel, the Intel logo, the Intel Inside logo, Xeon, and Intel Xeon Phi are trademarks of Intel Corporation in the US. and/or other countries. 
All other brands and names are the property of their respective owners. 
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» HDD carrier for 2.5" or 3.5 
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FLEXIBLE AND EASY MAINTENANCE 

• Hot-swap middle fan 

• Front access information tag 

• Easy-swap 3-slot or 7-slot window 

• HDD carrier for 2.5" or 3.5” device 


EXCELLENT THERMAL PERFORMANCE 

• Air baffle for flow management 
■ Smart PWM fan control on backplane 

• Plenty of venting holes on chassis and backplane 


Hi 4 

Online Gaming 


Datacenter 


Security and Surveillance 


CHENBRO MICOM (USA) INC. 

Add: 2800 Jurupa St., Ontario, CA91761, U S.A 
Tel: 1-909-937-0100 Fax:1-909-937-2100 
Toll Free: 1-866-364-8264 
E-mail: usinfo@chenbro.com 


*> AS# m WAVNET 


INGRAM 

Components 

Partner Smart 



MA+LABS 


SYNNEX 

CORPORATION 








































724 - 746-5500 


BLACK BOX 


blackbox.com 


To get the guide, visit blackbox.com/PR11. 


IT Infrastructure and Cabling 
Design and Sourcing Guide 

Applications | Products | Education 


224 pages of what you need to implement network 
infrastructure, from the data center to the desktop. 

» Cabling 

» Cabinets & Racks 
» Cooling 

» Infrastructure Hardware 
» Power & Surge Protection 
» Remote Monitoring 
» Testers & Tools 


^ hergo 888.222.7270 > hergo.com 


Open Racks and Enclosure Cabinets 


Offering also: 

■ Command Centers 

■ Data Centers 

■ IT Furniture 

■ Workstations 

■ Tech Workbenches 

■ Mobile Carts 

■ Enclosure Cabinets 

■ Relay Racks 

Hergo - An original 
equipment manufacturer - 
is an approved supplier 
to all branches of the 
U.S. Government. 




Contract 

GS-29F-0133G 


V hergo YOUR trusted Technical Workspace Solutions since 1992 

56-01 55th Ave., Maspeth, NY 11378 | Tel: 888.222.7270 | Fax: 888.410.0671 

Terms, specifications & appearance are subject to change without prior notice • © 2014 hergo 
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BayTech 


37 tfe-ars flfade- in the (d£A 


www. bay tech, net 





Automatic Transfer Switch—ATS 

Standard Features 

Out-Of-Phase Source Switching 
8-15ms Switching Time 
Programmable Dropout Voltage 
Programmable Switchback Voltage 
SNMP And HTTP With DS-Series 


Provide Redundancy To Single-Corded Devices With 
The Ability To Switch Out-Of-Phase Sources In 8 To 15ms. 


PCB-Based Reliability 
Reports Volts, Current, Watts, VA 
Break-Before-Make Transfer 


Providing redundancy on the power-circuit level is critical to maintaining up¬ 
time. The ATS Series provides a simple and reliable solution for automatically 
sensing power loss and seamlessly switching to a backup circuit. BayTech 
ATS transfer switch line offers a unique approach to performing the transfer 
by completely severing the connection between the source and load then 
waiting for the zerocrossing to perform the transfer. This is the driving force 
behind being able to perform out-of-phase transfers with a low-cost solution. 


Monitoring Power on the ATS is a unique feature which provides 
information about: 

Amperage Load (Watts) True RMS Power Volt-amps 
• Voltage • Internal Temperature 

By combining the ATS and the DS-Series, console server alerts 
on power and transfers can be sent via secure SNMP V3. 


Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 



n’t buy 

t ration 

you? 

et Server Rack Today 


A*. RACKMOUNT 

SOLUTIONS 


Focused on U 


866 - 207-6631 

sales@rackmountsolutions.net 


The UCoustic™ 
series quiet rack 
42,24 and 12u. 
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Rack 

Solution^ 


1-888-903-RACK (7225) 

www.racksolutions.com 

^^^^^^EmailMnfo^racksokJtionsxom^^^^^ 


16U Small Office Cabinet 


Ideal For Businesses Without A Dedicated Server Room 


Compact, professional look • Security lock • All doors open 180° 
• Vented front and rear doors • 1,200 lb weight capacity 
• Vertical cable management bars included 



Providing an exceptional 
seal around cables for an 
effective and economical 
solution for eliminating 
airflow bypass 


RGUARD* 

The preferred choice for sealing 
raised floor cable openings 


^^M^uperior sealing effectiveness 
Multiple sizes and configurations 
Safety covers • Durable construction 
Meets NFPA 75 standards • UL94 VO rated 
Easy installation • Maintenance free 


Call for a free brochure, PDU l ° Cables' 

or visit our website 866.631.4238 1 pducables.com 


HIND N i® 

CONNECTION PERFECTION 


(888) 865-4639 

www.lindy-usa.com 


Don’t compromise your network security: Let 
LINDY help protect your most valuable asset! 



RJ45 Port Blocker with Key 

Quickly block open network ports and easily prevent 
users from connecting cables and devices or inserting 
foreign objects without permission. Helps protect against 
unauthorized access to a network or system, as well as 
prevents unintentional or malicious damage to ports. 

• Quick, easy & simple to install 

• Block physical access to RJ45 Network ports 

• Prevent damage to ports 

• Visual security deterrent 

• 10 x Blockers and 1 x Key 


USB Port Blocker 


System administrators can physically prevent users from connecting Pen Drives, MP3 
Players, and other USB Mass Storage Devices to their computers to copy data, introduce 
viruses, etc. The USB Port Blocker is a combined “key” and “lock” assembly which plugs 
into the USB port. Simply plug the “keylock” into the 
port and release the latch—the lock remains in place! 

Plug the key back into the lock to remove. Easy! 

• Physically blocks access to a USB port 

• Consists of 4 locks and 1 key 

• 5 different color code versions available: 
pink, green, blue, orange, white 



CyberView™ 


Rackmount KVM & LCD Console Drawer 


1U Widescreen LCD Console Drawer 



• LCD Selections : 

-17” 1920x 1200 
-17" FHD 1080p 
-19" 1440x 900 

• HDMI / DVI / VGA 

• Combo KB / mouse 

• Wide range KVM integration 

• Short depth design of 18.9" only 
( 22.8" with KVM integration ) 
Options : SDI input 

DC power 


Rackmount Widescreen Display Panel 



• LCD Selections : 

-17" 1920 x 1200 
-17"/21" FHD 1080p 

• PIP / Picture by Picture 
•HDMI/DVI/VGA/Speaker 

Options : SDI input 

Multi-display control 
Touchscreen 
DC power 


Standalone KVM Switch 


• Matrix Cat6 & DB15 KVM switch 

• Combo Cat6 & DB15 KVM switch 

• DVI KVM switch 

• USB Hub KVM switch 
Options : EZ3 Remote access 

DC power 



AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


inauirv(5>austin-hughes.com 


www.austin-hughes.com 
T-51U-7y4-2888 
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j AIRBLOCK 

DATA CENTER SYSTEMS 

PolySinr 

The clear 
choice! 

• Class 1 
Fire Rated 

• Made in 
the USA! 

• Ideal for hot 
& cold aisle 



systems 


Designed for Your Data Center 


• Specially formulated thermal plastic urethane, not a PVC. No 
out-gassing, no blooming and reduced cleaning requirements. 

• Better for the environment, no dangerous plasticizers or 
phthalates. 

• Permanent anticstatic properties that will not diminish over time 
like vinyl. 

• Class 1 fire rated with much lower smoke rating. 

• Superior abrasion and tear resistance. 


Call your dealer today: 1.800.854.7951 

ISOLATION SYSTEMS Email:sales@simplex.net- simplexisolationsystems.com 



BE INFORMED ABOUT 
ENVIRONMENTAL ISSUES IN 
YOUR SERVER ROOM...EVEN 
WHEN YOU'RE SLEEPING 

ONLY SENSAPHONE PRODUCTS CAN CALL 
AND WAKE YOU WITH A CUSTOM VOICE 
MESSAGE DESCRIBING THE SPECIFIC PROBLEM 
WITH SENSOR DETAILS 

AAAKE SURE YOU GET THE MESSAGE 


MONITOR: 

• TEMPERATURE 

• HUMIDITY 

• WATER DETECTION 

• POWER FAILURE 
& MORE 

NOTIFICATION 

VIA: 

• CUSTOM VOICE 
PHONE CALL 

• EMAIL 
•TEXT 

• SNMP 


SENSAPHONE' 

REMOTE MONITORING SOLUTIONS 


www.sensaphone.com 




THE 18TH ANNUAL BATTERY CONFERENCE AND TRADESHOW 

+battcon2M\ 

mmSTAY ENERGIZED fcWI ■ 


EXPERIENCE 

m POWER 


Battcon always 
sells out. 

Register 
Early! 


± Learn about the latest industry developments 
± Experience industry-specific education and networking "^^255 
± Visit trade show vendors to find solutions you need 
± Hear from leading authorities in presentations and panel discussions 
± Participate in focused breakout workshops 


To be a presenter, see the Call for 
Papers page at www.battcon.com or 
contact JenniferStryker@alber.com 

' ' 5^1 ^ 

3? St ™.,l p - “ 


954 . 623.6660 


I ' ' ' pDSk 


/v & 

* -■ ^ 


REGISTER ONLINE NOW! WWW.BAnCON.COM 




Room Alert , 

Temperature & Environment Monitoring... Made Easy! 0^ 




AAVTECH 

888.220.6700 * 401.628.1600 



Prepare for the Unexpected with Room Alert 


® 


No one knows when or how disaster 
will strike. We just know the poten¬ 
tial is always there. So preparation 
is crucial for minimizing it’s impact 
on computers, networks, users & the 
business. 

When disasters occur, there are 
significant costs in areas that go far 
beyond the simple replacement of 
damaged hardware. This is because 
what happens in the data center 
or other facility effects the entire 
organization. If disaster strikes your 
facility, how it impact business? 

AVTECH has a full line of power¬ 
ful, scalable Room Alert solutions 
for real-time environment monitor¬ 
ing in a computer room, data center 
or other facility. All models arrive 
assembled with easy to install hard¬ 
ware, cables, sensors, easy-to-use 
logging & alerting software, printed 


documentation, unlimited technical 
support and a ‘30-Day Satisfaction 
Guarantee’. Users can typically in¬ 
stall in under 10 minutes. 

Room Alert products monitor criti¬ 
cal environment conditions like 
temperature, power, humidity, 
flood, smoke, room entry, air flow, 
motion and more, alert staff by any 
method and can take automatic cor¬ 
rective action. 



Room Alert products can monitor: 


• Temperature 

• Humidity 

• Heat Index 

• Main/UPS Power 

• Flood / Water 

• Room Entry, Motion 

• IP Network Cameras 


• Smoke/Fire 

• Air Flow 

• Sound, Light 

• Panic Buttons 

• Dry Contacts 

• Switch Sensors 

• Wireless & More 


Protect Your IT Facility... Don’t Wait Until It’s Too Late! 

*AVTECH is the worldwide leader of IT & facilities environment monitoring products. 
Purchase online at EnvironmentMonitor.com . Resellers available worldwide. 
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SecureSleeves 


Locking IEC Cables 


Standard and Custom 
Cable Solutions 

• SecureSleeves making the connection 
stronger by securing plugs with 
SecureSleeves. Providing a tighter fit on 
IEC cables can prevent inadvertent 
disconnects. 

• Locking IEC Cables protect equipment 
that is vulnerable to vibration. The 
connector cannot be accidentally pulled 
or vibrated out of the inlet. 

• Colored Cables can help distinguish 
various cord functions in a high density 
installation; playing a critical role in 
quick connection identification. 

• Pre-terminated Networking Solutions 
can be installed quickly providing high 
performance and reliability; ideal 
solutions for mission critical data centers, 
temporary networks, central offices, and 
disaster recovery. 


Connect today at 1.800.870.2248 
or email ePDU@hmcragg.com 

< HM CRAGG 

Quality People. Quality Power 


Infra Solution 3 


Smartcard Access Control for Cabinet 


Upgrade your cabinet with smartcard access control 
less than $ 350 per cabinet 



• Easy & quick installation 

• Designed for IT branded cabinet 

• Universal mounting cut out 

• MiFARE & Proximity compatible 

• Unique coded keys available 

• Free & user friendly management software 

• Fit for left, middle or right door opening 

• Audio & visual alarm while unauthorized access 

Options : Door sensors for audio alarm while unauthorized access 
Double security by master & user cards 

InfraSolution S series smartcard handle is designed for standalone cabinet. 
To look for network and remote control solution, 
please send your inquiry to : inquiry @a ustin-huqhes.com 
www.austin-hughes.com 
1-510-794-2888 


AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


Infra Power® 


PDU Inspired by Your Data Center 



Intelligent kWh PDU 

Key Highlights 

• kWh and Amp monitoring 

• Switched & Monitored models 

• Outlet-level measurement 

• Daisy chain ports up to 16 levels 

• Patented IP Dongle for IP Cost Saving 

• SNMP traps and email alerts 

• GUI management software 

• Field replaceable meter with 1.8" LCD 

• Tool less Mounting 

• Temp-humid sensor port x2 

• Circuit breaker monitoring 

• Customization on request 

• NEMA 110V/IEC 208V 
Option : Surge Protection 

EMI Filter 





010101010| 0|Q|0| on 
LSiilQl 


AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


inquiry@austin-hughes.com 

www.austin-hughes.com 

1-510-794-2888 


Reduce Server Noise with 
QuietCab Acoustic IT Enclosures 


Put IT equipment where you need it. 
Reduce noise to whisper-level. 
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I Executives Weigh In On Big Data 

According to a survey of executives conducted by uSamp, most execs feel that big data 
will reach its potential in the future (35% say by the end of this year, 44% in the next five 
years, and 6% in the next 10 years) while few (12%) think big data has already peaked. 
So why haven’t some companies jumped on the big data bandwagon? Here’s a quick 
look at some reasons executives think companies have yet to adopt big data solutions. 



Need more education on how big data solves business problems 


Need big data solutions to better address the needs of business users 


Need simplified solutions for big data with fewer moving parts 


Need better time to value for big data 


Need prices for big data solutions to come down 


I IT Spending To Hit $3.8 Trillion This Year 

Gartner expects global spending on IT products will increase 3.1% over the $3.7 trillion total 
from 2013, reaching about $3.8 trillion this year. Enterprise software represents the strongest 
growth area, according to Gartner, with help from business interest in analytics, particularly 
business-to-business and business-to-consumer. Despite declines in the personal computer 
and devices markets last year, those markets will return to growth in this year. Other promi¬ 
nent growth areas include CRM and supply chain management. 


2014 IT Spending 

Category Spending (in Billions Of Dollars) Growth Over 2013 

Devices 

697 

4.3% 

Data Center Systems 

143 

2.6% 

Enterprise Software 

320 

6.8% 

IT Services 

963 

4.5% 

Telecom Services 

1,653 

1.2% 

Overall IT 

3,777 

3.1% 




I DRAM Drives Good Year 
For Semiconductor Market 

After a relatively weak start to 2013 created 
by excess inventory, semiconductor manu¬ 
facturers had strong growth in the second 
and third quarters, says Andrew Norwood, 
research vice president at Gartner. The 
market ended the year up about 5.2%, 
with revenues of $315.4 billion, despite 
a 9% drop in PC production and signs of 
saturation in the premium smartphone mar¬ 
ket, Norwood says. Memory, particularly 
DRAM, led the growth, he says, primarily 
because of weak supply growth. Revenue 
at the top 25 semiconductor manufacturers 
grew 6.2% last year; revenue for all other 
manufacturers grew an average of 2.9%. 


I Gartner: “Nexus Of Forces” 

Driving Enterprise Software Market 

Four forces—cloud, information, mobile, 
and social—will become mainstream this 
year, disrupting the enterprise software 
market, according to research firm Gartner. 
“Starting in 2014, the enterprise software 
markets will undergo their greatest level 
of disruptions, growth, and new opportuni¬ 
ties since the year 2000,” says Tom Eid, 
research vice president at Gartner. Vendors 
have done a good job generating excite¬ 
ment about those four forces, Eid says, but 
adoption has yet to catch up with the hype. 
Organization leaders should evaluate the 
nexus forces as a synergistic whole, rather 
than being independent or unconnected. By 
2017, Gartner predicts, the Nexus of Forces 
will add more than $104 billion to new 
worldwide enterprise software revenue. 
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News 


I Mobile Devices To Join, 

Bolster The Internet Of Things 

Think of the Internet and all of the devices 
connected to it, and then imagine that count¬ 
less sensors—in machines, factories, appli¬ 
ances, wearable devices, and elsewhere— 
were also connected. That is the Internet of 
Things (loT), which Gartner expects will 
grow from including 1 billion to more than 
25 billion devices by 2020. According to 
Gartner, mobile devices will grow along with 
loT and will account for more than 25% of 
the “things” connected to it. Vertical markets 
contributing most to loT are manufacturing 
(15%), health care (15%), and insurance 
(11%), Gartner reports. 



I Enterprises Continue To Invest 
In Security Appliances 

Worldwide factory revenue for security 
appliances was up 6.5% year-over-year in 
the third quarter of last year, according to 
the most recent look from IDC. Shipments 
were up 0.3%. “While concerns about 
government spending and macro condi¬ 
tions at the regional level continue to be 
an issue, it’s obvious that security spend¬ 
ing, while not immune to overall budget 
pressures, remains a key priority for 
organizations,” says John Grady, research 
manager, security products at IDC. 
“Specialized threat prevention, 


I Small Businesses 
Optimistic About This Year, 

Especially Tech 

According to the December 2013 
“Semi-Annual Small Business 
Survey” from Rocket Lawyer, 
small-business owners in the 
United States entered the new year on 
an upbeat note, with 80% stating they 
believe this year will be better than last 
year. Significant worry about the economy 
remains, according to the report, with 50% 
reporting that their outlook is tempered 
by economic concerns; 30% say they are 
concerned about the economy in general. 
However, business owners anticipate 
strong opportunities for certain industries, 
particularly technology (No. 1 at 35%) and 
health care (No. 2 at 27%). 


I IDC Expects Accelerated Growth 
In IT’s Third Platform 

The “third platform” of IT, according to 
research firm IDC, includes mobile com¬ 
puting, cloud services, big data, and 


I Shift To Cloud Continues To Impact 
Server Market 

Cloud service providers may be keep¬ 
ing server manufacturers happy with 
continued purchases, but the many busi¬ 
nesses that are in the process of shifting 
from on-premises to cloud computing are 
contributing to an overall decline in the 
worldwide server market. That shift to 
cloud computing, coupled with decreased 
demand for Unix servers in particular, 
have resulted in a 3.7% drop in 2013 
Q3 global server sales compared to the 
year-ago quarter, according to figures 
IDC released in December. The decline 
was part of a three-quarter streak, but 
IDC expects a refresh early this year will 
slightly lift server revenues. 



social services; it builds on the earlier first 
platform (mainframes and terminals) and 
second platform (Internet, local networks, 
and PCs). As a natural progression from 
the first two platforms, it’s no surprise that 
the third platform is leading the way in IT 
spending, but IDC’s recent forecast specif¬ 
ics are noteworthy: IT spending will grow 
5% this year, with third platform IT growing 
15% compared to 2013 and claiming 89% 
of the overall IT spend. IDC anticipates 
that this will be the year of platform as 
a service (PaaS), marking a shift away 
from infrastructure as a service (laaS) and 
toward cloud platforms that enable orga¬ 
nizations to better leverage their growing 
data stores. 


distributed denial of service protection, 
and application control continue to be key 
drivers for security deployments.” Factory 
revenue in the United States was up 5.3% 
and accounted for 39% of worldwide fac¬ 
tory revenue. 


I Storage Report Sheds Light 
On Spending Mindsets 

When it comes to storage, enterprises are 
spending money on data protection and 
recovery software and storage and device 
management software, says Jingwen Li, 
research analyst with IDC’s storage team. 
However, spending on storage replica¬ 
tion software is declining, he says, as that 
functionality is being bundled within 
larger deals. In its most recent look 
at the storage software market, 

IDC reports that the market grew 
1.5% during the third quarter com¬ 
pared to a year ago. 
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HOW TO 


Implement Biometrics 

How It Works, What The Benefits Are & When To Use It 


With laptops and now some 
smartphones sporting fingerprint 
scanners, biometrics is once 
again making an impression, if 
you will, on the collective con¬ 
sciousness of IT management. 

But even more so than con¬ 
sumers, businesses can’t sim¬ 
ply jump on the bandwagon 
and start implementing new 
biometric solutions without 
first ensuring they’re as secure 
as they claim to be. It’s impor¬ 
tant to not only understand 
how biometric authentication 
works, but to find the proper 
use case for your organization. 

Understand How Biometric 
Authentication Works 

The first step to understanding 
biometrics is to debunk the most 
common misconception about 
the technology. According to 
James McCloskey, senior con¬ 
sulting analyst at Info-Tech 
Research Group, some people 
assume that “if they’re using 


a fingerprint biometric sen¬ 
sor, that they’re actually stor¬ 
ing their whole fingerprint like 
the police would.” But in all 
actuality “what’s being stored 
is the mathematical relationship 
between some of the elements 
of the authenticator that can 
be compared to the individual 
who’s trying to authenticate.” 

The authenticator in question 
could be your fingerprint, face 
print, or iris print, which is then 
essentially turned into a math¬ 
ematical equation within the 
biometrics solution. McCloskey 
says that when you enroll in a 
fingerprint or facial recognition 
program, “the biometric authen¬ 
tication systems take down 
the geometrical or mathemati¬ 
cal relationship, like distance 
between your eyes or the ridges 
on your finger, and stores that as 
a pattern that can be matched.” 

When you press your fin¬ 
ger to the scanner or put your 
face in front of a camera, the 


Get Started 

One of the key things to do when you get started with biometrics 
is to not only clearly explain why and how you plan to use the 
technology, but to give skeptical employees a way to opt out. ‘An 
option that a person might elect to do, if they’re philosophically 
opposed to biometrics, is to go through a stronger password 
authentication, which has more complexity, longer passwords, 
and changes more rapidly,” says James McCloskey, senior con¬ 
sulting analyst at Info-Tech Research Group. “You give them the 
choice of doing one or the other, but one way or another, you’re 
going to get better security out of this solution.” 



system takes another snapshot 
and compares it to the previ¬ 
ously stored information. Then, 
the system determines whether 
there’s a match and decides to 
grant or deny access. 

Know The Advantages 
& Disadvantages 

The biggest benefit of imple¬ 
menting any type of biometric 
security solution is the addition¬ 
al protection. Jim O’Gorman, 
president of Offensive Security, 
says biometrics, as well as 
all other security solutions, are 
like physical locks, which can 
all be picked. 

Although it is possible to 
bypass a biometric security 
solution, “it raises the difficul¬ 
ty level and therefore reduces 
the population of people that 
can complete that process,” 
O’Gorman says. Plus, he adds 
that each generation of biomet¬ 
ric hardware is getting better 
in terms of difficulty level, so 
even though the technology isn’t 
100% there yet, there is plenty 
of potential for the future. 


Key Points 


• Get a grasp on biometric 
technology and clear up any 
misconceptions. 

• Biometrics can add an extra 
layer of security that isn’t as 
easily hacked as passwords, 
but it’s an immature technol¬ 
ogy that needs time to grow. 

• Use technology you already 
have to implement biometrics 
before you move on to larger- 
scale projects. 


McCloskey says that biomet¬ 
ric authentication is great for 
additional security because it 
can’t be hacked in the same way 
as a password and “there’s no 
brute-force approach that works 
with biometrics.” He adds there 
are downsides to the technol¬ 
ogy, mostly due to potential for 
false positives and negatives. 

For instance, an authentica¬ 
tion system may deny some¬ 
one “because they have a cut 
on their finger or something 
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else that changes the geometry 
of what’s being measured,” 
McCloskey says. He also says 
there’s a big difference between 
commercial and high-end bio¬ 
metrics systems in terms of peo¬ 
ple being able to bypass them. 

“When you’re looking at 
a high security environment, 
they’re typically using a spe¬ 
cialized biometric solution that 
is resistant to replay attacks,” 
says McCloskey. “The idea is 
that it makes it more difficult to 
just put a picture of someone’s 
face in front of the facial recogni¬ 
tion and have it take that as the 
authentication, or have it be more 
difficult to lift a fingerprint and 
use that as a way to trick the bio¬ 
metric system. That’s one chal¬ 
lenge that comes with these mass 
market [systems]. They’re not 
as robust in terms of preventing 
false negatives and positives.” 

Find A Proper Use Case 

McCloskey says in most 
enterprises, “the biggest use case 
we see is a fingerprint authentica¬ 
tor installed on a laptop that can 
be used as an authenticator for 
single-sign-on purposes, instead 
of needing to have a password.” 

But you can also supplement 
passwords with fingerprint 
authentication for multifactor 
authentication, he says. This is 
a common approach for situa¬ 
tions where a password simply 
isn’t enough to protect a certain 
piece of hardware or software. 

McCloskey recommends 
first looking at the technology 


you already have in place and 
determining whether it’s capa¬ 
ble of supporting biometrics. 

“If you have laptops that all 
have fingerprint readers, that’s 
great,” says McCloskey. “If 
they have cameras that can 
be used for facial recognition, 
that’s fantastic. Just understand 
what your technological limita¬ 
tions will be, because in some 
cases you might look at these 
and see that for desktop and 
laptop authentication, we’re 
just going to use a USB fin¬ 
gerprint reader. But that also 
means that for laptop users, 
they have to remember to take 
that with them.” 

Once you’ve tackled these 
smaller-scale use cases, you 
can consider implementing bio¬ 
metrics in other aspects of your 
business, but only when the tech¬ 
nological maturity level is high 
enough to meet your needs. 


Action Plan 

Choose an application. The first step to implementing bio¬ 
metrics is to determine why you want to use it. It can be for 
convenience to speed up the sign-in process or as an added 
layer of security for mission-critical systems. 

Decide how to implement. Some devices already have 
built-in biometrics solutions or built-in cameras that can be 
used for facial recognition. Determine whether you can use 
these for your planned biometrics implementation or if you’ll 
need additional hardware or software. 

Convince employees. Make sure your users understand 
why you’re implementing biometric technology and how it 
can positively impact their work experience. 

Include help desk planning. Make sure your IT team and 
help desk are prepared to support biometric technology. This 
is especially important for remote users. If users have dif¬ 
ficulty signing into their systems, the help desk must have a 
process in place to handle those unique challenges. 


Top Tips 

More than a password. “Passwords are a broken concept that we still use because we don’t have 
anything better,” says Jim O’Gorman, president of Offensive Security. In fact, “we need passwords 
for so many things that people tend to choose low-quality passwords and reuse them multiple 
places,” he says. ‘Additionally, password-cracking processes are fast and simple enough to crack 
the vast majority of password hashes with very little difficulty.” 

Clearly explain yourself. You have to tell your users why you’re implementing biometrics, how it 
will help the organization, and how it will benefit the user. If not, some people won’t be willing to 
adopt the biometric solution, therefore, it’s not going to be successful, says James McCloskey, 
senior consulting analyst at Info-Tech Research Group. “There can be a real push back from a 
small population of users just about the idea of having their biometrics stored.” This goes back to 
the misconception that biometric solutions store pure biological information about the user, he says. 
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HOW TO 


Protect Your Enterprise 
From Hackers & Zombies 

Policy & Employee Education Are Just As Important As Security Technologies 



Hackers are always try¬ 
ing to find new ways to attack 
businesses, and if you’ve been 
following news of the data 
hacks during the 2013 holi¬ 
day shopping season, you’re 
already familiar with just how 
problematic malware can be 
when it goes undetected for 
too long. That’s why it’s so 
important to not only protect 
your company from known 
traditional threats but to also 
start thinking about how to 
defend yourself against zom¬ 
bie networks and other threats. 

Understand What They Do 

Zombie attacks occur “when 
a hacker has taken over various 
machines through a command- 
and-control center and has these 
machines under their control,” 
says James McCloskey, senior 
consulting analyst at Info-Tech 
Research Group. But instead 
of taking the machines down 
or stealing information at that 


time, the hacker still allows the 
machines “to be used for their 
primary purpose by the owner 
of the machine,” he says. 

The hacker’s goal is to take 
over as many machines as pos¬ 
sible and lay in wait for the right 
moment to steal the most data or 
cause the most damage possible. 

But the real problem with 
zombie networks is how indus¬ 
trialized the malware industry 
has become. “Different crimi¬ 
nal and hacking organizations 
are setting up these malware 
networks so that effectively 
there’s this ability for indi¬ 
viduals to make money off of 
zombifying lots of machines, 
getting their network of con¬ 
trolled devices as large as pos¬ 
sible, and then selling them to 
various parties for nefarious 
purposes,” McCloskey says. 

He adds that attackers don’t 
necessarily have to be very 
skilled anymore because they 
can simply buy resources and 


technology on the black market 
to perpetuate attacks. 

Other Tried & True Threats 

In addition to zombie and 
distributed denial of service 
(DDoS) attacks, there are many 
other threats out there that, more 
often than not, are based on 
tried-and-true methods hackers 
have been using for years. 

For instance, DDoS attacks 
are newer approaches, but 
they are often used as smoke¬ 
screens to distract security 
experts. This leaves the com¬ 
pany open to more traditional 
attacks because security teams 
often have to “work around 
some of their defenses just to 
keep the lights on,” McCloskey 
says. Phishing schemes are still 
around, but are more advanced, 
he says, because they can be 
designed to target specific vic¬ 
tims with convincing emails 
and other correspondence. 

Jim O’Gorman, president of 
Offensive Security, says that 
organizations are getting bet¬ 
ter at defending themselves 


Key Points 


• Know how zombie attacks 
work, the way they attack mul¬ 
tiple machines, and how they 
cause damage from the inside. 

• Combine technology and 
policy to not only protect sys¬ 
tems but also prevent users 
from introducing new risks. 

• When working to secure your 
company from the newest 
threats, don’t forget the tradi¬ 
tional methods that still work. 


against traditional infrastructure 
approaches, especially due to 
“automatic updates and people 
giving a lot more attention to 
change management processes.” 

However, he says that Web 
applications are still a pretty 
effective way to get through 
a company’s perimeter and 
that something as simple as 
a misconfiguration can cre¬ 
ate unforeseen vulnerabili¬ 
ties. “Especially in a larger 
enterprise, you find a lot of 


Get Started 

Jim O’Gorman, president of Offensive Security, says it’s still 
crucial to get all of your basic security measures in place 
before jumping to product solutions. ‘At the end of the day, 
the fundamentals are the most important,” he says. “Once all 
the grunt work, elbow grease, and other boring aspects that 
really matter are completed, then turning to product is useful 
because instead of blindly purchasing something and hoping 
that it fixes the problem, you have a good understanding of 
where you stand and where your weaknesses are.” 
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systems that are forgotten 
about,” O’Gorman says. “It 
could be something that stood 
up for temporary testing and 
then never turned back off.” 

Use Technology & Policy 
To Fight Hackers 

Zombie networks and other 
newer targeted threats often 
perpetrate DDoS attacks 
that take control of multiple 
systems and send massive 
amounts of traffic at a net¬ 
work. This makes it difficult 
to tell what is legitimate vs. 
malicious traffic, which in turn 
makes it nearly impossible to 
prevent an attack. In fact, the 
only real way to prevent DDoS 
attacks is to work with your 
Internet service provider to 
“filter out and perform hygiene 
on traffic before it ever gets 
to your gate and to make sure 
you’re not going to be para¬ 
lyzed,” says McCloskey. 

Some companies don’t have 
this option or simply aren’t 
considered targets for DDoS 
attacks. For those organiza¬ 
tions and any other company 
that needs more in-depth secu¬ 
rity, McCloskey recommends 
implementing an advanced 
threat protection (ATP) system. 

“The concept is that malicious 
software has certain behaviors 
that are common, like how they 
try to establish connections out to 
their command-and-control cen¬ 
ter, they try to download addi¬ 
tional payloads, and so forth,” 
says McCloskey. “What these 


ATP devices do is provide a 
secure platform in which code 
can be executed and inspected 
and then you can determine 
whether there’s any risk associ¬ 
ated with it. It’s a complement 
to traditional anti-malware that 
takes it to the next level.” 

But the security technol¬ 
ogy itself only goes so far. 
Companies need to provide the 
proper processes for employ¬ 
ees to be able to do their jobs 
effectively so that they won’t 
introduce risk by, for instance, 
using thumb drives to move 
work documents from the office 
to their home. 

“If those employees aren’t 
given a workflow that makes it 
easier than using a thumb drive, 
water is going to run downhill 
and those employees will take 
the path of least resistance,” 
O’Gorman says. 


Action Plan 

Cover the basics. Make sure you establish policies and 
implement solutions that will protect you from the most basic 
threats before moving on to more advanced ones. 

Research and learn. Read as much as you can about 
zombie attacks and other threats to determine whether 
your company may be a potential target or vulnerable to 
such attacks. 

Educate employees. You have to go beyond simple aware¬ 
ness programs, however important, and help employees 
understand how hackers are currently going after individuals 
and how a simple mistake can lead to a catastrophe for the 
entire organization. 

Keep going. Don’t assume that you’re protected from every 
potential attack even if you have the most advanced security 
solutions in place. Always be on the lookout for new threats 
and have a plan in place for if and when an attack occurs. 


Top Tips 

No magic bullet. Jim O’Gorman, president of Offensive Security, says that security is an ongoing 
process and that “you can’t go contact a vendor and purchase a product or hire some consultants 
and have the problem solved at the end of a 90-day period. It requires real effort and understanding 
what business you’re in.” 

Risk tolerance. It’s important to understand what level of risk your company is willing to accept, 
O’Gorman says. All of the prevention in the world won’t stop every attack from happening, he says, 
and you have to do the best you can to defend your company from attacks, but also understand 
that it’s difficult to prevent zero-day, custom attacks where someone specifically targets you. 

Help employees defend themselves. O’Gorman says that it’s important to “play off of the natural 
human laziness factor” by truly understanding employee roles, determining what tools employees 
use to complete tasks, and then setting up workflows so they’re “more secure by design.” 
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HOW TO 


Rethink Your Plans 
For Unused Equipment 

Improve Your Processes For Equipment Recycling & Disposal 



Hardware asset manage¬ 
ment and equipment disposal 
are something nearly all enter¬ 
prises deal with. How well 
they do it, though, is a differ¬ 
ent issue. 

Even those that have solid 
plans are finding out that 
the parameters involved 
are changing as compa¬ 
nies embrace different busi¬ 
ness models and approaches 
to infrastructure. The follow¬ 
ing takes these changes into 
account to offer advice for 
evaluating and improving 
plans for equipment disposal. 

Adjust To The Times 

Overall, says Darin Stahl, 
principal consulting analyst 
at Info-Tech Research Group, 
equipment disposal isn’t “the 
big problem it once was” for 
data centers even three years 
ago. That’s because more 
workloads are software-defined 


now because of virtualization 
and cloud computing, which 
are shrinking hardware foot¬ 
prints and hardware asset- 
management requirements. 
Plus, more facilities workloads 
are moving to SaaS, IaaS, and 
even colocation, he says. Info- 
Tech research indicates 43% 
of enterprises have already 
moved key applications and 
services to the cloud, “so from 
a hardware perspective, what’s 
left?,” Stahl says. 

Not long ago, Stahl says, 
complexities related to hard¬ 
ware, hardware management, 
refresh cycles, and the like led 
to “interesting sorts of para¬ 
digms,” including companies 
moving to leasing models. 

Companies, however, find 
“leasing isn’t a hardware-asset 
solution; it’s a financial solu¬ 
tion,” he says. In some cases, 
companies face having a lot of 
equipment at end of lease along 


with significant footprints roll¬ 
ing out simultaneously, or they 
realize they still need equip¬ 
ment they’re leasing and buy it, 
essentially pushing out refresh 
cycles and putting the company 
in the same situation it was in 
before leasing. 

Ultimately, becoming less 
dependent on physical hard¬ 
ware is good for the business, 
reliability, and economics, 
Stahl says, and “from a pure 
data center perspective, it’s 
good because I just don’t have 
to deal with as much stuff.” 

Even if an enterprise is 
managing fewer hardware 
assets and the hardware is 
gone, Stahl says, the question 
remains “have I actually shut 
down my service and mainte¬ 
nance contracts with the ven¬ 
dors? You might be paying for 
a benefit that there’s no way 
you’ll ever receive.” 

Overall, enterprises have 
become pretty good about 
disposing of aged equipment, 
Stahl says. “Certainly the eco¬ 
nomic downturn had everyone 


Key Points 


• Before disposing of equip¬ 
ment, make certain it can’t 
serve some purpose. 

• Take bids from several disposal 
vendors, request they create 
customized proposals, and 
ensure solutions meet compa¬ 
ny policies and requirements. 

• Many enterprises now have 
less hardware to manage due 
to increased use of virtualiza¬ 
tion and cloud computing. 


sharpening their pencils and 
learning that, but we’re largely 
out of that and a lot of those 
workloads have left and the 
footprint is smaller.” 

Employ Best Practices 

Although some enterprises 
are managing less hardware, 
they eventually still have dis¬ 
posal tasks to tend to, says 
Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com). When 


Get Started 

For better hardware management and disposal, Ken Koty, sales 
engineer at PDU Cables (866/631-4238; www.pducables.com), 
says asset-tracking software can keep tabs on equipment and its 
age. “In larger data centers, you want to make sure to include all 
outdated equipment in each refresh,” he says. “Do it all at once and 
don’t replace equipment daily or weekly.” Data center and IT depart¬ 
ments should have a reuse and recycling plan “that adheres to cor¬ 
porate compliance for reuse and recycling and should address data 
destruction,” he says. If a plan already exists, ensure it’s followed. If 
one doesn’t, “now is probably a perfect time to create one.” 
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such times come, he says 
“more than anything you want 
to make sure that as much of 
the older equipment is either 
reused or recycled, not just 
dumped in a landfill.” 

Koty suggests taking bids 
from numerous green-oriented 
disposal vendors, comparing 
offers, and challenging vendors 
to create customized disposal/ 
recycling solutions. “Sometimes, 
the best solutions are born out 
of a creative challenge to think 
outside the box,” he says. The 
best solutions are also sometimes 
more expensive but provide 
more benefits and add value by 
being greener, he says. 

Get Your Money’s Worth 

Stahl says now more than 
ever, companies are “wringing 
every last sort of usable piece 
of CAPEX” out of equipment. 
After winding equipment 
down and cannibalizing it for 
spare parts, he says, “what 
are they worth on the street? 
Probably the gold that’s in the 
box, right?,” he says. 

He suggests cascading down 
equipment. “You’re running 
virtualized internal clouds 
now, so you have the ability 
to fast failover. Push that stuff 
as long as you can,” he says. 
Enterprises have key equip¬ 
ment that was very robust hold¬ 
ing up critical applications and 
services it no longer hosts, he 
says. “So are they adequate and 
just good enough to run your 
virtualized farm? Absolutely, 


because you can start to fail 
over those virtualized farms 
fairly rapidly,” he says. 

Koty agrees, adding that 
redeploying or repurposing 
equipment in a less-demanding 
environment can be a win-win 
throughout your company. If 
this isn’t an option, keep usable 
spare parts to service or extend 
the life of existing equipment. 

When making disposal deci¬ 
sions, Koty says, be sure to keep 
equipment you may need so you 
avoid having to purchase it again 
later. For equipment you tmly no 
longer need, he says, consider 
donating it to non-profit organi¬ 
zations or responsibly recycling 
retired equipment via a reputable 
vendor to ensure raw materials 
are extracted and recycled in an 
environmentally friendly man¬ 
ner and remaining materials are 
properly disposed of. 


Action Plan 

Think facilities. From the perspective of facilities equip¬ 
ment, such as UPSes, power panels, backup diesel 
generators, and conduits, work with a reputable removal 
company, check its credentials (including through the Better 
Business Bureau), ask for references, know how equipment 
is disposed of/recycled and if it meets your policy, require 
recyclers to provide documentation of proper disposal, 
and, if there are special requirements for how equipment is 
destroyed, ask for a certificate of destruction. 

Think infrastructure. When removing infrastructure equip¬ 
ment from the data center, go over all company safety regu¬ 
lations and rules with the recycling vendor, ensure the ven¬ 
dor’s personnel follow data center rules if moving equipment 
on raised floor areas, assign a data center team member to 
supervise the vendor at all times, ensure the vendor uses 
the most efficient and safest routes through your building, 
and ensure the vendor is licensed and bonded. 


Too Tips 

Develop relationships. As enterprises move to more virtualization and cloud usage, IT/data center 
managers will spend less time on hardware assets and more on managing service levels with the 
business leaders, suppliers, and vendors. This will involve new sets of skills, problems, and focus. 

Look before leaping. Before disposing of older equipment, determine if it can still serve some purpose 
so you avoid having to later purchase equipment that is the same or similar to what you got rid of. 

Go further. Equipment isn’t the only thing enterprises must properly dispose of or recycle. 

Batteries, chemical containers for cooling equipment, and similar items should be properly handled 
as well. In some cases, vendors can recycle items such as used containers. 

Mark it with an X. When working with a vendor, clearly mark the old equipment that you want 
removed so that the vendor doesn’t touch or remove anything that’s not marked. 
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SIX QUICK TIPS 


Solve BYOD Security 

Tips To Set Policy, Protect Company Data & More 



When employees use their 
own mobile devices for work, 
enterprises reap numerous poten¬ 
tial benefits, including cost sav¬ 
ings and enhanced productivity, 
collaboration, and communica¬ 
tion. But BYOD, or bring your 
own device, also introduces 
numerous security headaches. 
Here’s a look at common issues 
and how to address them. 

Know What Could Happen 

Most security issues boil 
down to sensitive information 
getting where it shouldn’t, says 
Mike Battista, senior consulting 
analyst at Info-Tech Research 
Group. BYOD makes this easier 
because IT has less control over 
personal devices, and device 
owners may not be as careful 
with data as IT would like. 

Jeff Clark, president of 
Lindy USA (888/865-4639; 


www.lindy-usa.com), says 
there are two primary concerns 
with BYOD: employees taking 
data out or bringing in a virus 
or other security issue that 
threatens the entire enterprise. 

You can spend considerable 
time and money trying to pro¬ 
tect your network from hack¬ 
ers, Clark says, but meanwhile 
an employee can inadvertent¬ 
ly launch a virus or malware 
through his USB port. And the 
likelihood of this happening 
increases as employees bring in 
their own devices. “Enterprises 
just do not realize yet how 
threatened they are by the ports 
on users’ computers,” he says. 

“Employees may have no 
intention of trying to infect the 
network but just think, ‘Oh, 
I need to charge my phone.’ 
Then they plug the phone into 
a USB port without realizing 


there was a virus on the phone,” 
he says. 

Start With Policy 

Before implementing BYOD, 
Battista says to research and 
plan. “Some organizations might 
realize that they really don’t 
have much sensitive information 
to worry about, so a broad and 
unrestrictive BYOD program 
will suffice,” he says. Companies 
with lots of sensitive data, how¬ 
ever, need carefully thought-out 
technologies and policies before 
proceeding with BYOD, he says. 

Some examples of items to 
cover in policies, Battista says, 
are how employees can safe¬ 
ly access sensitive data, what 
limits are in place for using 
their devices for work, and 
what to do if the device is 
lost. Often, he says, employ¬ 
ees don’t find out about poli¬ 
cies until they need enforced, 
which is usually too late. 

Dionisio Zumerle, Gartner 
principal research analyst, views 
a BYOD policy as “the heart 


of the entire exercise.” He says 
policy should explain what users 
can and can’t do (including with 
corporate data) and how. 

Michela Menting, senior 
analyst at ABI Research, says 
policy should cover securing 
the device, data, and commu¬ 
nications, along with recom¬ 
mendations for user conduct, 
complete with explanations. 
Providing explanations will 
ensure greater adherence to 
policy while also educating 
employees about security. 

Menting says to set limits 
but also limit imperatives. “It 
helps to be absolutely clear on 
how imperatives work and their 
effect on the device,” she says. 
“Essentially, though, security 
will in large part be down to the 
end user.” A well-drafted pol¬ 
icy can go a long way toward 
encouraging employees to take 
certain actions, she says. 

Protect Your Data 

Zumerle says compa¬ 
nies should stop trying to 


Deal With Departing Employees 

Inevitably, employees quit, leave, or are fired. A BYOD policy 
needs to define how to deal with such employees also participat¬ 
ing in a BYOD program, says Gartner Research Director Eric 
Ahlm. “The employee will take their device; it’s theirs,” he says. 
“The question is what risk does that present to corporate data?” 
Ideally, companies should have controls in place to ensure no 
data remains on the device upon termination, he says. 

ABI Research Senior Analyst Michela Menting says compa¬ 
nies should have a remote data wipe function available for 
such situations. Though most employees can be trusted to do 
the right thing, she says, companies need some sort of con¬ 
tingency plan in case of such an event. 
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manage devices to secure data 
and instead protect the data itself. 
Containerization is one com¬ 
mon approach to securing data, 
in which a “container” that the 
company owns secures company 
data on a platform the user owns. 

Most organizations now use 
mobile device management 
(MDM) software to enforce 
mobile policy on the entire 
device, Zumerle says, but con¬ 
tainment techniques will reduce 
the range of action of the policy 
until it reaches a single mobile 
app. “This will take place gradu¬ 
ally, as mobile security matures 
along with enterprise mobility.” 

Lindy’s Clark says you need 
to make efforts to keep the hon¬ 
est man honest. “Your enter¬ 
prise’s biggest threat doesn’t 
come from someone inten¬ 
tionally trying to compromise 
things; it comes from the casual 
user,” he says, which is why he 
suggests implementing physical 
blocks for USB, RJ45, or SD 
ports. “A physical block makes 
someone stop and think, ‘Oh, 
I’m not supposed to do this.’” 

Menting says a common 
BYOD issue is inadequate secu¬ 
rity on personal phones that can 
access corporate email, IM, and 
other productivity apps. Because 
of this, she says, BYOD secu¬ 
rity should include configuring a 
screen PIN or password to pro¬ 
tect against unauthorized access 
and a mobile VPN to ensure cor¬ 
porate-related communications 
are encrypted. If allowing access 


to and download of corporate 
documents to devices, password- 
protect or encrypt them, she says. 
Also, remote data wipe, backup, 
and restore abilities are useful if a 
device is lost or stolen. 

Accept Responsibility 

Who is responsible for secur¬ 
ing an employee-owned device 
used for work? Eric Ahlm, 
Gartner research director, says 
companies are always respon¬ 
sible for their data. “When you 
don’t own or manage a device 
accessing your data, securing 
it becomes a difficult task,” he 
says. “Don’t expect a user to do 
the right things to secure your 
data for you,” he says. 

Although a containeriza¬ 
tion strategy can make a clear 
demarcation between data 
owner and device owner to 
allow companies to secure their 


data regardless of the device, he 
says, some data-loss risks can 
remain. “If data loss is too risky, 
then a BYOD strategy may not 
be the best option,” he says. 

No matter what goes wrong, 
Zumerle says, customers hold 


the company accountable, so 
you need technical controls in 
place to prevent BYOD disasters. 
Ultimately, though, “you’ll need 
to slightly increase your risk 
appetite and tmst your users a bit 
more to embrace BYOD.” 


Selectively Wipe Data 

Info-Tech Research Group Senior Consulting Analyst Mike 
Battista says remotely wiping data on devices brings up the 
issue of security for personal data. 

“Employees may have priceless photos on their devices that are 
just as valuable as corporate data, and should a company really 
have the ability to destroy them with the click of a mouse?he 
says. Selective wipe, or wiping only corporate data and leaving 
personal data untouched, is a big improvement, he says. Some 
devices can do this natively, and mobile device management 
vendors do their best to enable it on other devices, he says. 
Selective wipe can also ease the process when employees 
leave the company, as IT can wipe all company data. 


BONUS TIPS: 

Strengthen Your People 

ABI Research Senior Analyst 
Michela Menting says ultimately 
“people are generally the weak¬ 
est link” security-wise, with many 
breaches/leaks happening 
because employees didn’t take 
security seriously enough. ‘The 
employee has to accept that 
allowing their device to become a 
productivity tool for the company 


means that the company has to 
be allowed some leeway in terms 
of securing the device,” she says. 
Enabling companies to remotely 
wipe data, for example, is a “price 
employees have to pay” in return 
for using their devices for work, 
she says. 

Enforce Policy 

Rob Enderle, principal analyst at 
Enderle Group, says improperly 
secured and unreported lost 


phones are common BYOD 
security worries. Beyond 
increasing penalties for policy 
non-compliance, he suggests 
spot audits of phone security 
and confirmation phones are 
still with employees. “Make sure 
the employees are motivated to 
report the lost phone as soon 
as possible,” he says. ‘Assure 
the penalties for not reporting 
are significantly greater than the 
penalties for losing the phone.” 
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SIX QUICK TIPS 


The Coming Trends 
In Data Center Spaces 

Expect To See Some Changes In Data Center Design & Layout In 2014 & Beyond 



Constructing new data 
centers traditionally has large¬ 
ly been about enabling uptime 
and availability. Side effects 
have included overly large 
spaces, energy and power con¬ 
sumption, underutilization, and 
excessive costs. 

But recently, the mentality 
has been changing as data cen¬ 
ter infrastructure is increasing¬ 
ly being expected to keep pace 
with rapidly changing business 
demands and the potential that 
cloud computing, virtualiza¬ 
tion, and other technologies is 
opening up. What trends are 
impacting data center design 
and layout, as well as efficien¬ 
cy, management, and IT equip¬ 
ment purchasing decisions? 
Here’s a look. 

Look Ahead 

Laura Viars, account man¬ 
ager at Rackmount Solutions 
(866/207-6631; www.rack 
mountsolutions.net), says a 
switch to high-density data 
centers has already begun. 
The trend will become more 


prevalent this year and 
beyond as reliance on virtu¬ 
alization increases. Although 
virtualization can improve 
power consumption in the 
data center, she says, the 
manner in which virtualized 
servers are typically grouped 
often creates areas or zones 
“that require more cooling, 
which should be a consider¬ 
ation when designing or rede¬ 
signing a room,” she says. 

Viars also expects that more 
data centers will move away 
from raised flooring this year. 
Negatives sometimes cited 
with raised flooring include the 
cost, more upkeep, and con¬ 
straints related to air cooling in 
high-density settings. 

“Despite the fact that [raised 
flooring] is currently utilized 
in the majority of data centers, 
there are some very compel¬ 
ling arguments against it,” 
Viars says. 

Data centers not using raised 
flooring can expect a cleaner 
environment with a greater 
physical load capacity and 


more efficient cooling, she 
says. “When building a data 
center, overhead costs are 
reduced greatly by not install¬ 
ing raised flooring. There are 
certain data center designs that 
will still benefit from the use 
of raised flooring; however, 
most will not,” she says. 

Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com), says 
the coming year could bring 
changes to cooling systems. 
Specifically, he says, we 
could see cooling systems that 
enable “the seamless ability 
to water cool higher-density 
server cabinets, which may not 
be able to be air-cooled by tra¬ 
ditional methods.” 

Koty also expects we’ll see 
greater use of overhead cable 
trays to facilitate IT cabling; 
stricter power cable manage¬ 
ment, with no cables running 
in cold aisles to eliminate cable 
air dams under raised floor¬ 
ing; better insulated buildings; 
and considerations for building 


data center sites lower in land 
or creating more bunker-type 
buildings with earth built up 
part of outside walls. 

Use What’s Available 

Enterprise leaders have 
been placing a higher prior¬ 
ity on data center location in 
recent years, and that should 
continue this year. Some geo¬ 
graphic locations offer such 
benefits as cooler climates or 
natural resources enterprises 
can use to mitigate energy 
costs, Viars says. 

Some companies, for exam¬ 
ple, have begun building data 
centers in Iceland where geo¬ 
thermal energy can reduce 
costs. “While you probably 
won’t opt to build your data 
center halfway across the 
world, it would serve you to 
do a bit of research on areas 
near you that might have 
favorable year-round climate 
or other resources you can take 
advantage of to assist in reduc¬ 
ing costs,” she says. 


Do What’s Easy 

Although reducing temperature settings isn’t technically a 
design-related change, doing so can significantly reduce 
energy use and costs. Another possibility for saving energy 
and power is switching to more efficient ECM or VFD fans in 
CRAC units and implementing an energy monitoring and con¬ 
trol system for increased insight and management. 
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In addition to seeking cli¬ 
mates that may support free 
cooling part of the year, Koty 
recommends considering 
areas that provide electrical 
cost advantages. For example, 
“all critical data centers typi¬ 
cally require diesel generator 
backup,” he says. So check if 
utility companies “offer load 
curtailment by utilizing your 
onsite generators during high- 
demand times. This in turn 
would give the user year-round 
lower utility rates,” he says. 

Focus On These Areas 

Certain areas of data cen¬ 
ter design generally receive 
greater focus than others. 
Koty cites energy efficiency, 
flexibility, and issues relat¬ 
ed to higher heat loads and 
power consumption. “Server 
footprints are getting smaller 
with much higher watts per 
square foot,” he says. 

Scalability will be another 
key design-related consid¬ 
eration this year. Viars says 
whether you’re intending 
to use all allotted data cen¬ 
ter space from the beginning 
or taking a more modular 
approach by creating zones 
you’ll utilize as needed, ensure 
you plan with scalability and 
flexibility in mind to pre¬ 
vent obstacles later when you 
require more capacity. 

“Many different facets of 
data center planning attribute 
directly to its scalability: the 


electrical and mechanical 
designs, the location, and the 
floor space utilization all tie 
directly into how easily and 
effectively your data center 
will be able to grow,” she says. 

Brace For The Impact 

Viars says that although an 
increasing shift toward higher- 
density racks can benefit data 
centers in terms of efficiency, 
in many cases achieving such 
efficiency may require a differ¬ 
ent approach to cooling. 

“Air cooling will work up 
to a point, but once enough 
high-density racks are pop¬ 
ulated, it would be wise to 
consider a water-based cool¬ 
ing solution,” she says. “This 
is generally not much of a 
problem for data centers 
being built from the ground 
up, but it can sometimes be 
troublesome and costly for 


older data centers that would 
need to be retrofitted to 
accommodate it.” 

Where efficiency and 
raised flooring are concerned, 
Viars says, “one of the most 
prevalent causes of inef¬ 
ficient cooling in data cen¬ 
ters is the airflow obstruc¬ 
tions that come along with 
raised flooring, such as cable 


bundles located in the ple¬ 
num space underneath.” 

Koty says obtaining effi¬ 
ciency gains may mean 
needing to implement a 
load-monitoring system and 
stricter maintenance programs 
to ensure cooling towers, 
heat exchangers, filters, and 
A-coils in CRAC/CRAH units 
are regularly cleaned. 


Software-Defined Data Center & The Cloud 

Cloud computing and software-defined data center (SDDC) 
are two technologies experts point to as influencing new data 
center design. The latter essentially entails virtualization of 
the entire data center to realize such benefits as real-time 
visibility, better provisioning, and increased flexibility. Cloud 
computing, meanwhile, is being lauded for providing enter¬ 
prises everything from a well-suited option for offloading cer¬ 
tain applications (and thus reducing on-premises resources) 
to eventually running everything in the cloud and doing away 
with owning a data center entirely. 


BONUS TIPS: 

PDUs & Water Cooling 

Laura Viars, account manager at 
Rackmount Solutions (866/207- 
6631; www.rackmountsolutions 
.net), says moving to high-den- 
sity racks will likely require data 
center managers to look into 
purchasing higher-density PDUs 
to save physical space and 
increase airflow. “Higher-density 
PDUs allow you to deliver more 


power with fewer cables, thus 
fewer airflow obstructions,” she 
says. Additionally, consider look¬ 
ing into liquid-cooling options 
if your current cooling solution 
doesn’t support the conversion to 
a higher-density environment. 

Get Efficient 

Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com), says to 
consider higher-efficiency critical 


infrastructure equipment, such as 
UPS systems and transformers in 
PDUs. He also recommends test¬ 
ing and having facilities depart¬ 
ments monitor various servers for 
power consumption. ‘This may 
require setting up a test lab in 
data centers,” he says. “The initial 
cost of equipment shouldn’t be as 
important as the cost of operating 
the equipment on a 24x7 basis. 
This should be considered for 
both facility and IT purchases.” 
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SIX QUICK TIPS 


What You Need To Know 
About Category 8 Cabling 

CAT8 Improves Upon CAT6a With Support for 40GBASE-T Ethernet 



It’s sometimes easy to focus 
on the major equipment in 
your data center, such as serv¬ 
ers and networking solutions, 
and lose sight of the products 
that tether your infrastructure 
together and make data trans¬ 
fer possible. You can have 
the fastest and most efficient 
equipment in the world, but 
if you don’t have the proper 
cables, you won’t be able to 
reach the full potential. 

Most data center manag¬ 
ers are well aware of copper 
cabling and the Telecom¬ 
munications Industry Associ¬ 
ation (TIA), which is a vol¬ 
unteer-led group of industry 
experts tasked with, among 
other things, developing cable 
standards to work alongside 
IEEE Ethernet specifications. 

In recent months, the TIA 
announced development of 


a new standard, Category 8, 
which has the potential to 
drastically impact speeds in 
the data center. We’ll tell you 
what’s new with Category 
8 and how it is expected to 
affect the present and future of 
data centers. 

What Is Category 8? 

Category 8 (CAT8) is the 
newest cabling standard 
from the TIA. “The target 
is to be able to support the 
40GBASE-T Ethernet specifi¬ 
cation that’s being developed 
by the IEEE,” says Wayne 
Larsen, elected chair of the TR 
42.7 engineering committee 
with the TIA. CAT8 builds on 
the CAT6a standard that was 
designed for the 10GBASE-T 
Ethernet specification but will 
help data centers make the 
leap to 40GBASE-T when the 


technology emerges and com¬ 
panies are ready to embrace 
the faster speeds. Larsen says 
the new CAT8 cables will 
“continue to use the RJ45 con¬ 
nector, just like the CAT6a 
does,” but that it will be four 
times as fast as its predecessor. 

How Is It Different 
From Past Versions? 

Perhaps the biggest dif¬ 
ference between CAT8 and 
CAT6a, other than speed, is 
the shorter transmission dis¬ 
tance. “The range of 40G 
transmission is only going 
to be 30 meters, whereas, in 
the past, Category 6a sup¬ 
ports 10GBASE-T transmis¬ 
sions over a distance of 100 
meters,” Larsen says. “We’ve 
done some surveys that tell us 
that the majority of distances 
in data centers are less than 
30 meters, so we’re address¬ 
ing nearly all of the data center 
needs with our length range.” 

Because all 10GBASE-T 
electronics had to be able to 


transmit data over a distance of 
100 meters, he says, they had 
to “use a lot of power” to over¬ 
come frequency and speed loss. 
Larsen says that the amount 
of power 10GBASE-T had to 
use was a factor in slowing 
down its adoption, “but the TIA 
and IEEE hope to overcome 
that with 40GBASE-T and 
CAT8 cabling.” 

CAT8 cables won’t force 
you to upgrade your electron¬ 
ics right way, because they 
are capable of transmitting 
10GBASE-T over 100 meters 
as well. “The beauty of this 
and all the past BASE-T 
Ethernet and cabling systems 
developed in TIA is that data 
centers don’t really have to do 
anything differently,” Larsen 
says. “They just need to use 
the new equipment instead 
of the old, and the speed will 
be greater.” 

Easy Upgrades 

As companies look to 
upgrade their networking 


Quick Repairs & Replacements 

Because Category 8 cabling is relatively similar to CAT6a 
and other previous generations, it allows for quick and easy 
repairs. “There seems to be some kind of viewpoint that data 
centers are just designed and built out of a greenfield and 
that backward-compatibility really isn’t important,” says Wayne 
Larsen, elected chair of the TR 42.7 engineering committee 
with the TIA. But he points out that most data centers are 
not brand new builds and instead have to repair and replace 
systems in a more piecemeal manner. For companies that 
already use BASE-T technology and cables with RJ45 con¬ 
nectors, CAT8 will seem like an old friend and make it much 
easier to swap out components as needed rather than need¬ 
ing to worry about supporting a brand new standard. 
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solutions and invest in new 
cabling systems, it’s impor¬ 
tant to think about how 
certain products will inter¬ 
act with each other and if 
they’re compatible. 

Whether it’s copper, fiber, 
or another type of cable, 
Larsen says data centers 
“won’t get the full benefit 
of faster speeds until they 
upgrade electronics on both 
ends.” But he still recom¬ 
mends going with copper 
cabling, because you can 
upgrade one part at a time 
as you go along without 
impacting performance. You 
simply upgrade components 
one at a time until every¬ 
thing is replaced, he says, 
and you’ll be able to take 
advantage of CAT8 cabling 
and the higher 40GBASE-T 
Ethernet speeds. 

Larsen says there also is 
a cost benefit to using cop¬ 
per cabling. “There are some 
other data transmission 
media available that don’t 
use the RJ45, but if data cen¬ 
ters stick to the 10GBASE-T 
and other BASE-T specifi¬ 
cations that use the RJ45, 
they’d be able to easily 
upgrade to Category 8 and 
40GBASE-T,” he says. “This 
provides lower costs as com¬ 
pared with direct-attached, 
which use proprietary con¬ 
nectors, and at a lower cost 
than fiber systems that also 
have expensive connectors.” 


Future Of Copper Cabling 

Larsen knows there are new 
types of cables coming out, 
including fiber, that offer simi¬ 
lar or faster performance, but he 
doesn’t think they will neces¬ 
sarily impact the importance of 
copper, at least in the short term. 

“Data centers are going 
to transmit at higher speed,” 
Larsen says. “Some of the 
backhaul and central parts of 
the data center are going to 
move to multimode fiber and 
other media types, but by using 
10GBASE-T and 40GBASE-T, 
they are going to be able to 
have interoperable and easily 
upgradeable paths. I’m expect¬ 
ing that 40G and 10G will stave 
off some of the migration to 
multimode fiber and CX4 types 
of interconnections in data cen¬ 
ters because CAT8 will be easi¬ 
er for them to manage.” 


Copper Or Fiber? 

Category 8 cabling is a new technology and not everything 
is known about it, but Charles Hoskins, CEO of Total Cable 
Solutions (888/235-2097; www.totalcablesolutions.com), 
thinks that fiber will end up dominating the cabling market in 
years to come. He says that the CAT6a standard, which pre¬ 
ceded CAT8, “is still not adopted that much in data centers” 
and he sees “more and more data centers switching to fiber 
because of the increased difficulty to make copper work” and 
the fact that “the cost of copper cables are starting to pass the 
price of their fiber counterparts.” 

Hoskins agrees with the TIA that “copper will still be used,” 
but predicts “it will be in fewer and fewer installs.” He adds 
that 40G fiber solutions “have been out for four to five years, 
so they are proven,” but that “the electronics to push 40G 
signal out of CAT8 don’t even exist yet, so it’s hard to say 
what other problems we might run into.” 

The decision of which type of cable to support depends on 
what technology you currently use and what you plan to use 
in the future. As with all new technologies, make sure you do 
plenty of research before investing. 


BONUS TIPS: 

Same Cable, Faster Speeds 

With CAT 8 cables, you 
can keep up with “the ever- 
increasing bandwidth need” 
without having to start over 
from scratch with a technol¬ 
ogy you are less familiar with, 
says Wayne Larsen, elected 
chair of the TR 42.7 engineer¬ 
ing committee with the TIA. 
“The world is sending more 


and more data around, and 
this is a way of sending it four 
times faster through basically 
the same cable.” 

Stay In The Loop 

Herb Congdon, vice president 
of technology and standards 
with the Telecommunications 
Industry Association, points out 
that the TIA is comprised of vol¬ 
unteers from organizations all 
across the country and that the 


group is always looking for new 
members and contributors. The 
TIA frequently holds meetings 
and events where members get 
together to discuss new tech¬ 
nologies, including the TIA 2014 
conference, which will take 
place in June. You may want to 
research the TIA further if you 
have an interest in cabling or 
other aspects of telecommuni¬ 
cations, or if you want to con¬ 
tribute to future standards. 
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SIX QUICK TIPS 


Network Performance 
In Virtualized Settings 

Recognize & Adjust To The Differences From A Physical Environment 



The benefits of moving to 
a virtualized environment are 
numerous and well document¬ 
ed. Less publicized are the dif¬ 
ficulties doing so can introduce, 
including network performance 
and monitoring issues related to 
virtualized environments. The 
following details how monitor¬ 
ing network performance can 
differ between physical and vir¬ 
tual environments, issues that can 
arise in increasingly virtualized 
environments, and how organiza¬ 
tions are addressing them. 

Understand The Dynamics 

Virtualization changes a 
network’s dynamics in sev¬ 
eral ways. In a physical server 
model, for example, few appli¬ 
cations are loaded per server 
and network segments connect¬ 
ed to the servers generally are 
never overloaded, says Richard 
Csaplar, Aberdeen Group senior 


research analyst. With virtual¬ 
ization there are many apps per 
server, meaning the network 
connection is more likely to be 
overloaded if multiple applica¬ 
tions get busy simultaneously. 

In non-virtualized data cen¬ 
ters, says Mike Fratto, Current 
Analysis principal analyst, serv¬ 
ers and interconnections between 
them are relatively static, and 
capturing traffic is possible via a 
TAP or creating a SPAN port. 

Further, because servers don’t 
move around, deployment is 
fairly straightforward. In a virtu¬ 
alized environment, servers can 
and do move data around from 
hypervisor to hypervisor, which 
can cause difficulty in determin¬ 
ing where a particular server will 
occur at any moment, he says. 
“The hypervisor management 
system, the orchestration system, 
and the network make changes 
as needed,” he says. 


Bob Laliberte, Enterprise 
Strategy Group senior analyst, 
says that virtualized servers 
typically leverage networked 
storage environments, result¬ 
ing in increased traffic to stor¬ 
age arrays (for those servers that 
were standalone). Moreover, as 
virtualized server environments 
mature, VM densities typically 
increase, so what may have start¬ 
ed as one to five VMs per server 
might scale to 15 to 20, resulting 
in more bandwidth needed. 

Respondents to ESG research, 
Laliberte says, often cite serv¬ 
er virtualization as a driver for 
moving to lOGbE. 

See The Challenges 

Virtualization also influ¬ 
ences enterprise strategies for 
monitoring network perfor¬ 
mance. Fratto says because 
servers do move around, traf¬ 
fic flows can change. Thus, a 
server that IT wants to monitor 
can move to where there isn’t a 
TAP or SPAN port configured. 
In addition, virtual overlay 


networks using encapsulation 
may encrypt traffic, making it 
impossible to see. Managers 
might see two hypervisors are 
talking but can’t see which vir¬ 
tual servers within the hypervi¬ 
sors are doing so, he says. 

“Even if the overlay networks 
aren’t encrypted, they’re still 
encapsulated, which means the 
networking monitoring software 
that’s receiving the streams will 
have to decapsulate and process 
the traffic (which they don’t do 
yet, but they will) or have an 
edge device decapsulate the traf¬ 
fic prior to sending it to the ana¬ 
lyzer,” he says. 

Fratto says it also isn’t easy 
to view captured inter-VM traf¬ 
fic within a hypervisor: It can 
be done but is more complicat¬ 
ed because of the dynamism in 
virtual environments, and there 
needs to be integration with the 
virtual switch and analysis tools. 

Ensuring network analy¬ 
sis remains in place with 
VMs moving around is pos¬ 
sible but requires considerable 


On OpenFlow Tapping 

Mike Fratto, Current Analysis principal analyst, says an inter¬ 
esting feature concerning OpenFlow is that because a switch 
can make forwarding decisions based on flows, “it can easily 
provide inline tapping functions by replicating the same flows 
to multiple destinations.” He says the main issue with this is 
networks are already getting congested, and adding to the 
traffic load will exacerbate the problem. Further, “without time- 
stamping at the network ingress, when the traffic finally reaches 
a network analyzer, it will have incurred additional delay, which 
will throw off performance measurements,” he says. “OpenFlow 
tapping is probably a good way to perform short-term, ad-hoc 
analysis, but I wouldn’t recommend it for long-term use.” 
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integration, and the industry is 
in the early stages of this, he 
says. Some physical taps now 
available offer advanced abili¬ 
ties such as filtering and mirror¬ 
ing, he says, and when used in 
static, non-virtualized environ¬ 
ments “they’re quite useful and 
relatively easy to manage.” 

In virtualized environments, 
usage is “more complicated 
because not only does the cap¬ 
ture have to move with the VM 
but so does the filtering and other 
advanced features,” Fratto says. 

Expend The Effort 

Monitoring and managing 
network performance in virtual¬ 
ized infrastructures is important 
for two reasons, Laliberte says. 

One, virtual environments 
are more dependent on the net¬ 
work to deliver information, 
including in the data center and 
to remote sites, branch offices, 
and mobile users. 

Two, as organizations mature 
their virtualized environments, 
they’re putting more mission- 
critical applications on them, 
perhaps even creating a private 
cloud environment for greater 
flexibility and agility. All the 
flexibility and agility in the 
world, however, “doesn’t mat¬ 
ter if the applications aren’t per¬ 
forming as they should,” he says. 
Thus, ensuring required perfor¬ 
mance levels is essential. 

Fratto says the reasons for 
monitoring in virtualized envi¬ 
ronments are the same as in 


physical networks. Application 
and network performance are 
critical in delivering appli¬ 
cations to clients such as 
employees, consumers, and 
partners. Without visibility and 
analysis, IT can’t ensure appli¬ 
cations are performing well, 
and resolving performance 
issues is more difficult. 

While full-blown net¬ 
work and application perfor¬ 
mance tools aren’t necessarily 
required, some monitoring is, 
as pinpointing where perfor¬ 
mance degradation is occurring 
will speed resolution, he says. 

Old Tools vs. New Tools 

Traditional network perfor¬ 
mance monitoring and manage¬ 
ment tools are ill-suited for vir¬ 
tualized environments primarily 
because they can’t handle the vir¬ 
tual overlay encapsulation that 
makes traffic opaque to analy¬ 
sis, Fratto says. Today, he says, 
the solution is to use an agent 


collector on a hypervisor, which 
captures traffic before it hits the 
overlay network, or to run traf¬ 
fic through a VXLAN Tunnel 
End Point (VTEP), which takes 
traffic from the overlay network 
“into plain old Ethernet.” Fratto 
expects this to change, however. 

Fratto says while the drive to 
SDN has focused on virtual net¬ 
working, there are benefits for 
network performance and appli¬ 
cation performance manage¬ 
ment and monitoring. The key 
“is integration with the cloud/ 
hypervisor management system. 


As that happens, we’ll see net¬ 
work capture and analysis move 
with VMs just like any network¬ 
ing service,” he says. 

More important is that by 
being able to couple analysis 
of an overlay network with the 
application traffic, network 
and application performance 
monitoring software will be 
able to provide analysis of 
applications independent of 
the network and readily show 
how the physical network, 
hypervisor, or applications are 
impacting performance. 


Seek Flexibility 

Current Analysis Principal Analyst Mike Fratto says where 
network performance management (NPM) and virtualized 
infrastructure monitoring are concerned, “make sure that your 
monitoring network is as flexible as your virtual one and that 
data capture follows hypervisors around automatically. Press 
your NPM and APM vendors to support overlay protocols and 
extract as much information [as possible] from them.” 


BONUS TIPS: 

Gain Vision 

Richard Csaplar, senior 
research analyst at Aberdeen 
Group, recommends ensuring 
that network performance vis¬ 
ibility is included in the enter¬ 
prise’s given management and 
monitoring tools. “You shouldn’t 
have a network management 
app, a storage management 


app, and a server manage¬ 
ment app,” he says. “Data 
center issues come about 
when these are all handled as 
individual stacks. Look for an 
integrated view of your data 
center resources.” 

React Quickly 

Enterprise Strategy Group 
Senior Analyst Bob Laliberte 
says having complete visibility 


into the network (whether it’s 
physical or virtual, for the data 
center or remote branches, and 
wired or wireless) ensures that 
IT will be able to rapidly react to 
and identify problems. “In large 
environments, organizations 
often leverage a traffic visibility 
network or intelligent network 
packet broker environment to 
help collect data and optimize 
NPM tool utilization,” he says. 
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SIX QUICK TIPS 


Improve Safety 
In The Data Center 

Use These Guidelines To Shore Up Procedures & Ward Off Consequences 



There is a big difference 

between knowing something is 
important and treating it as such. 
Few, if any, IT leaders would 
argue that the well-being of data 
center employees isn’t impor¬ 
tant, for example, yet not every 
company is doing all it can in 
regards to safety. Enacting prop¬ 
er strategies and guidelines is a 
good starting point. 

Emphasize Safety 

Despite the popular image 
that data centers are quiet, safe, 
and unassuming environments, 
safety risks are everywhere, 
says Ken Koty, sales engineer 
at PDU Cables (866/631-4238; 
www.pducables.com). Electrical 
circuits, acids, gases, flammable 


materials, and fuels are a few of 
the many potential safety haz¬ 
ards, he says. 

When it comes to emphasiz¬ 
ing these safety issues and oth¬ 
ers, research indicates that small 
and midsized enterprises could 
be doing more, says Darin Stahl, 
Info-Tech Research Group prin¬ 
cipal consulting analyst. 

Stahl says companies must 
“walk the walk.” An orga¬ 
nization may preach safety to 
employees, for example, but 
actually base employee perfor¬ 
mance reviews on velocity and 
speed and not include adher¬ 
ence to safety and standard 
operating procedures (SOPs) 
in reviews. Stahl says the focus 
an organization places on data 


center safety can differ depend¬ 
ing on industry and geographic 
location. Organizations that 
emphasize safety in product 
production areas, for example, 
tend to extend that culture to 
nearly all aspects of the enter¬ 
prise, including the data center. 

Avoid Common Mistakes 

Electrical hazards, including 
arc flashes, small shocks, and 
static discharges; injuries related 
to heavy lifting; and insecure 
server racks are common safety 
dangers in most data centers. 
Many staff members are still fair¬ 
ly lax about proper lifting tech¬ 
niques because in many enter¬ 
prises, moving hardware isn’t 
that dynamic, Stahl says. 

“We buy these servers, we put 
them in the racks, and they run 
for five or six years,” he says. 
“Some of the key equipment for 
lifting isn’t there.” Additionally, 
almost every data center has one 
or two racks improperly secured 
or installed, he says. Such con¬ 
ditions are a “consequence of 


nearly everyone, including ven¬ 
dors, bringing more of a DIY 
approach into facilities.” At one 
time, for example, moving a 
rack or cabinet meant bringing 
in electricians. Now, the do-it- 
yourself culture that’s permeated 
some data centers has caused IT 
personnel to take on tasks they 
perhaps shouldn’t, Stahl says. 

Koty says common safety 
issues and mistakes include 
larger facilities not posting floor 
layout diagrams, which show 
emergency exit locations, where 
everyone can see them. Some 
data centers can also lack ample 
and properly identified fire extin¬ 
guishers throughout raised-floor 
areas and aren’t training staff to 
use different extinguisher types. 

Other issues include stor¬ 
ing combustible material in the 
data center or inside server cab¬ 
inets; not thoroughly address¬ 
ing hearing and sound dangers; 
placing equipment too close to 
PDUs, RPPs, and AC equip¬ 
ment; not labeling power feeds; 
using extension cords that can’t 


Conduct A Walk-Through 

In data centers that operate all day, every day, Info-Tech 
Research Group Principal Consulting Analyst Darin Stahl rec¬ 
ommends that data center managers use a “turnover check¬ 
list” when changing work shifts. Such a checklist should note 
the various issues, including those that are safety related, that 
the incoming shift is inheriting from the outgoing shift. These 
could include such things as a UPS that is down, an outside 
technician who is working onsite in a particular area of the 
data center, or a tile that has been pulled. 

The oncoming manager should then do a walk-through to 
inspect these issues firsthand, as walk-throughs might turn up 
such things as the fact that there isn’t a safety cone in place 
near the pulled tile, he says. “You can’t manage your data 
center just from a console or piece of management software,” 
he says. “Sometimes you have to walk the floor. You have to 
look. You have to inspect and get hands-on.” 
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support the load they’re feed¬ 
ing; and plugging cords into 
improper power outlets. 

Overall, companies should 
have a documented, standard¬ 
ized safety training program for 
data center safety issues, Koty 
says. All new employees should 
receive training before work¬ 
ing alone in the data center, and 
classes should be repeated annu¬ 
ally for all employees, he says. 

Know The Consequences 

Poor adherence to safety can 
result in accidental injury or 
death, and strains, sprains, and 
other injuries can mean lost 
wages and productivity and med¬ 
ical and administrative expenses. 

“Where an injury can cost 
a company tens of thousands 
of dollars, a workplace death 
could cost in the millions,” 
Koty says. The hit to an orga¬ 
nization’s reputation and lost 
revenue because of equipment 
shutdown can also be substan¬ 
tial, while the lack of proper 
fire detection and protection 
can mean downtime or the loss 
of an entire facility. 

Stahl says his data center expe¬ 
rience has taught him that even 
with a one-time accident, “some¬ 
body is going to pay; it’s really 
about how much and for how 
long.” Typically, he says, there’s 
a correlation between a compa¬ 
ny’s ongoing level of data center 
carefulness and the overall reli¬ 
ability, availability, and service¬ 
ability of the entire infrastructure. 


“If I see proper labeling and 
other signs of carefulness being 
demonstrated at the small layer, 
I know the big things are good 
in most cases,” Stahl says. 

Implement Strategies 

To create safer conditions, 
OSHA, local safety and build¬ 
ing codes, industry standards, 
and such resources as the best 
practices outlined in the EU’s 
“Code of Conduct” for data 
centers can help. 

Stahl recommends conduct¬ 
ing a holistic risk assessment 
of the data center that focuses 
not only on security and disaster 
recovery but on present risks to 
life and safety. When creating 
SOPs, start with tasks that align 
with these risks, focusing initial¬ 
ly on those that pose the greatest 
danger in terms of consequences 
to life. Follow up by creating, 
reviewing, and modifying a data 
center inspection checklist. 


Beyond following industry 
standards, Koty says to compile 
your own safety standards. For 
example, with electrical safety, 
don’t allow facilities personnel 
to build, install, or remove power 
whips without proper licens¬ 
ing. Test all flow alarms and fire 
detection monthly, and inspect 
and require full personal protec¬ 
tive equipment be worn when 
working in electrical panels. 


Provide facility personnel 
proper electrical safety classes 
and hire an outside certified firm 
to conduct training if needed. 
Test gloves annually for volt¬ 
age leaks, design insulated tool¬ 
kits to protect against electrical 
shock, and ensure detection and 
exhaust abilities are present in 
battery rooms. Not following 
standards should have appropri¬ 
ate consequences, he says. 


Require Safety Training 

All data center personnel should attend certified safety 
classes, says PDU Cables Sales Engineer Ken Koty 
(866/631-4238; www.pducables.com). “New employees must 
be trained or accompanied by trained personnel before they 
are left to work on their own. Keep a log to ensure no one 
slips through the cracks,” he says. Repeat classes annually 
to ensure all personnel are current on safety procedures 
and have a safety-designated person perform random walk¬ 
throughs to check all programs and ensure personal protec¬ 
tive equipment and insulated tools are being used. 


BONUS TIPS: 

Implement SOPs 

A lack of standard operating 
procedures (SOPs) might 
seem like a small thing, says 
Info-Tech Research Group 
Principal Consulting Analyst 
Darin Stahl, but for data cen¬ 
ter tasks that aren’t performed 
that often, such as moving 
heavy equipment, personnel 
could end up “sort of making 


it up as they go along, so you 
end up with a situation where 
something seems like a good 
idea at the time but then bad 
things happen.” Stahl says 
that such an atmosphere can 
generally be tied back to the 
organization as a whole and 
its attitude toward safety. 

Designate Authority 

Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 


www.pducables.com), says 
if an organization doesn’t 
have a designated safety 
expert on its staff, it should 
then ensure that a data cen¬ 
ter manager and/or senior 
facility staff members are 
familiar with NEC, NFPA, 
OSHA, and other rules and 
regulations that are related 
to electrical safety and the 
information technology 
equipment present. 
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SIX QUICK TIPS 


How The Internet Of Things 
Will Impact Data Centers 

Examine What This Web Is Made Of & Where It Will Take Your Enterprise 



The Internet Of Things: 

it’s a buzzphrase on the lips of 
almost everyone, including con¬ 
sumer tech journalists, market 
analysts, and CIOs. But how 
does the hype of the machine-to- 
machine tech revolution trans¬ 
late to practical applications 
within data center environments 
and companies at large? We’ll 
explore the answer to this ques¬ 
tion and find out what indus¬ 
try experts are saying about the 
development of the IoT. 

What Is The 
Internet Of Things? 

Gartner defines the Internet 
of Things as “the network of 
physical objects that contain 
embedded technology to com¬ 
municate and sense or interact 


with their internal states or 
the external environment.” 

And according to Karyn 
Price, industry analyst at 
Stratecast, a division of Frost 
& Sullivan, this “vast web of 
unique, identifiable objects 
that exist and are intercon¬ 
nected via the Internet” will 
include everything from 
computers and related com¬ 
ponents to eReaders, pace¬ 
makers, and other medi¬ 
cal devices with trackable, 
embedded biochips. 

In fact some experts pre¬ 
dict there could be as many 
as 20 billion objects within 
the IoT by the year 2020, 
Price says. 

Paul Teich, CTO and senior 
analyst at Moor Insights & 


Strategy, says the IoT encom¬ 
passes four broad categories: 
things people travel with; 
things in people’s environment 
(primarily surfaces); analyt¬ 
ics that bind together people 
and things; and an accessible, 
pervasive communication and 
network infrastructure. 

“With respect to business, 
[things in people’s environ¬ 
ment] include things that 
people don’t notice or explic¬ 
itly interact with in their 
environment as well as the 
things they notice and inter¬ 
act with,” Teich says. “We 
will be surrounded by net¬ 
works of things interacting 
with each other, and some¬ 
times with us.” 

Grow Alongside 
All The Things 

Embracing the influx of con¬ 
nected things has less to do with 
if you will implement devices 
and more to do with when and 
how you will incorporate them 
into your workflow. 


“Enterprises, like consum¬ 
ers, will continue to increase 
the devices—particularly 
mobile devices, point of 
sale units, network capacity, 
and storage and servers—to 
accommodate processing 
and storing big data that they 
lease or own that exist in the 
Internet of Things,” Price says. 

“As a result, data centers 
will need to have and effec¬ 
tively manage increased 
amounts of capacity, whether 
it is dedicated to networking, 
compute, or storage.” 

Price says the connectivity 
to these objects also remains 
critical, which makes fault- 
tolerance nearly non-existent. 
“This heightened need for busi¬ 
ness continuity will require 
improved backup and recovery 
processes with lower-than-ever 
recovery point and recovery 
time objectives.” 

Teich says you need to 
determine if your data center 
is inwardly focused or out¬ 
wardly focused. 


Consider How The IoT Will Change Security Policies 

To better grasp the reality of the Internet of Thing’s forthcom¬ 
ing ubiquity, consider how the “Web of things” will affect the 
monitoring and security practices of enterprises. Pund-IT 
Principal Analyst Charles King says, firstly, the IoT can “allow 
an organization to gain insights into and improve a range of 
areas and processes related to business.” 

King adds the IoT also necessitates back-end IT systems 
for managing and analyzing data being collected. “That can 
require sometimes considerable up-front investments and 
long-term commitments, which leads many to believe the 
IoT is a prime area for third-party service development,” he 
says. As a result, many organizations will work with profes¬ 
sional security firms instead of building and maintaining their 
own video surveillance and security systems, he says. 
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If your data center falls 
under the former distinction, 
your goal should be to reduce 
the friction of doing business, 
Teich says. Why? Because IT 
must implement all the out¬ 
wardly-focused processes and 
deploy IoT to product design, 
development, creation, and 
fulfillment among other chan¬ 
nels, he says. 

Companies that are out¬ 
wardly focused should consid¬ 
er IT as the profit center and 
product, Teich says. “Outward 
focus is some variant of IT 
‘as a service.’ Every aspect of 
performance and resource con¬ 
sumption will be instrument¬ 
ed and evaluated in real-time 
using distributed sensors, etc.” 

Get Down To The Details 

The IoT will ultimately 
incorporate devices, software, 
communications services, 
and information services, and 
consequently, the capabili¬ 
ties and limits in correlation 
with each of these components 
must be strategically assessed, 
particularly when data expan¬ 
sion is involved. 

Stratecast’s Price says in 
order for IT environments 
to handle the vast number of 
devices and data in the IoT, 
data centers will need to pool 
resources and allocate them 
dynamically and seamlessly 
in an immediate response to 
IT needs. “Explosive data 
growth is changing the way 


data centers will be config¬ 
ured,” Price says. 

Pund-IT Principal Analyst 
Charles King says whenever 
you add new IT processes and 
services to the data center, 
“you tend to increase data cen¬ 
ter complexity, maintenance 
requirements, and facilities 
expenses.” King says many 
companies are willing to 
make new investments in IoT 
sensors and equipment 
“because the enhanced effi¬ 
ciency and performance 
returns are so significant.” 

Take The First Steps 

King offers three key pieces 
of advice to IT decision mak¬ 
ers: Do your homework; deter¬ 
mine the cost and benefits of 
adding IoT functionalities; and 
investigate speciality offerings 
from third parties. 


“Ask trusted vendors what 
they and their partners are 
doing in IoT,” King says. 
And when it comes to locking 
in a deal from a third-party 


vendor, “chances are that you 
can get a service or pilot pro¬ 
gram up and running more 
quickly and easily than you 
might assume.” 


Get To Know The “Things” You’ll See More Of 

In the process of familiarizing yourself and your IT department 
with the types of connected objects and technology you’ll see 
in the near future, you should ask, “What do I need to know in 
order to optimize the performance and operational costs of my 
data center?,” says Paul Teich, CTO and senior analyst at Moor 
Insights & Strategy. 

Sensors, actuators, and gateways are three variations of “things” 
you can research when trying to answer this question. For exam¬ 
ple, IoT sensors could detect temperature, humidity, air pres¬ 
sure, vibration, consumption, and physical access for security. 
Actuators may include solenoids, motors, speakers, lights, and 
pixels. Gateways, Teich says, “will not only aggregate data from 
sensors and pass on instructions to actuators, but will be able to 
use local sensor data to intelligently control local actuators.” 


BONUS TIPS: 

RFID Tags & The IoT 

Charles King, principal analyst 
at Pund-IT, says RFID tags 
that can track shipped items 
and measure supply chain 
efficiency are an example of 
IoT objects that are useful for 
collecting and analyzing data. 
Other use cases, for instance, 
“leverage devices like video 
cameras for security systems 
and to monitor traffic flow in city 


centers, sensors in machinery 
(to monitor performance), build¬ 
ing environmental (AC/heating) 
systems, and ocean-based 
buoys used to collect tidal and 
weather data.” 

Set Your IoT Goals Early 

Clearly define your outcomes, 
says Paul Teich, CTO and 
senior analyst at Moor Insights 
& Strategy, because IoT must 
be deployed with ROI in mind. 
“Work backward from your 


outcomes to define IoT subsys¬ 
tems that generate a clear net 
return on your total procurement, 
deployment, and operational 
investment,” he says. “Investing in 
the IoT should in return demon¬ 
strate a net improvement in total 
TCO or else why bother.” Teich 
says the IoT is a lot like cloud 
computing in that there’s already 
a large body of best practices 
being assembled, so you can 
start seeking an IoT vendor who 
can address your needs. 
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SIX QUICK TIPS 


Better Storage Management 
Through Knowledge, Planning 

Utilize New Tools & Strategies To Locate, Differentiate & Process Enterprise Data 
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As THE STRUCTURE and 
function of data vacillates 
within data center environ¬ 
ments, managing storage 
can become a project of 
ever-increasing complex¬ 
ity. Although your enterprise 
may not regularly encounter 
certain mitigation issues, per¬ 
formance problems are never 
far from the realm of possi¬ 
bility. We’ll take a look at 
some of the biggest challeng¬ 
es that accompany respon¬ 
sible data management. 

Prepare For Real Growth 

No matter how you look at 
it, data never remains static. 
It can be analyzed, archived, 
backed up, and migrated at any 
point in time. What’s more, 


it’s accumulating at mind- 
boggling rates. One of the 
primary challenges in main¬ 
taining the flexibility of enter¬ 
prise data, however, is ensur¬ 
ing that it’s readily accessible 
and always protected. 

“Data is growing at phe¬ 
nomenal rates, and whether 
or not an organization is 
doing any analytics, typical¬ 
ly the top concern is ensur¬ 
ing ongoing access to enter¬ 
prise data,” says Addison 
Snell, CEO of Intersect360 
Research. “This means not 
only keeping the data, but 
being able to find it when it’s 
needed, and it also implies 
making sophisticated deci¬ 
sions about which data to 
keep and for how long.” 


Greg Schulz, senior advi¬ 
sory analyst at the Server and 
StoragelO Group, says the 
challenge boils down to “how 
to support or sustain growth 
of different types of applica¬ 
tions and their data storage 
needs within constrained bud¬ 
gets, not to mention enhanc¬ 
ing security, performance, 
availability, and durability 
without increasing costs while 
adding new applications.” 

Application management 
itself requires vigilant monitor¬ 
ing, especially if there isn’t a 
single group or person respon¬ 
sible for all the storage being 
used, says Daniel Kusnetzky, 
distinguished analyst and 
founder of Kusnetzky Group. 

“This means that it is quite 
possible that important files 
aren’t being backed up. It 
also means that it would be 
possible for a simple error by 
an operator, such as deleting 
a file that is believed by the 
operator to be an unused file, 
to result in the failure of an 


important company process,” 
Kusnetzky says. 

Be Transparent About 
The Where & How 

Snell says that although 
most data is “worn”—i.e., 
write once, read never—data 
centers need to know how to 
access data, where it’s locat¬ 
ed, and how quickly you can 
locate it. 

“Too often, data is simply 
lost in the archive, like the 
fondue forks you remember 
getting years ago as a wed¬ 
ding gift, but now you have 
no idea where they might be, 
and it’s easier to just buy new 
ones than to find them,” Snell 
says. “It’s only worth storing 
the data if you can find it again 
when you want it.” 

Schulz says the No. 1 mis¬ 
take that a data center man¬ 
ager can make is treating all 
applications, data, and thus 
storage the same. Coming in 
at a close second, if not a tie, 
he says, is focusing on storage 


Look Out For Tunnel Vision 

If you’re consistently working with data sets without observing 
the big picture, you might not see the possibilities through the 
cloud, so to speak. Greg Schulz, senior advisory analyst at 
the Server and StoragelO Group, says you shouldn’t focus too 
narrowly on “just some aspects of big data, as there is, in fact, 
a much broader world of big data, big vast data, very big data, 
not to mention lots of little data that spans cloud, virtual, and 
physical environments.” 

Schulz says you should look beyond the label of big data to under¬ 
stand and know if you need Hadoop and Hadoop Distributed 
File System-based (HDFS) storage for analytics or some other 
warehouse. “Knowing the different applications and usage enables 
effective decision-making for what type of storage to procure, 
ranging from scale-out block, file, object storage to high-perfor¬ 
mance or high-capacity, cloud, or virtual, among others.” 
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on a cost-per-gigabyte/tera- 
byte basis. A third common 
problem is using technology 
or tools in old ways; Schulz 
says you should leverage new 
capabilities to enable change 
and remove complexity. 

Know Your Data Well 

When it comes to truly get¬ 
ting a handle on your data 
processing, consider this 
simple rule of thumb: run 
your data, don’t let your data 
run you. This axiom applies 
to storage management on 
numerous levels. 

“Get to know your appli¬ 
cations and data life cycles, 
including access or perfor¬ 
mance as well as space usage,” 
Schulz says. “Have a forecast 
and plan that also consists of 
space, performance, and avail¬ 
ability along with related soft¬ 
ware needs for hardware.” 

Similarly, Snell says you 
should have well-defined 
goals for the storage system. 
“It may make sense to seg¬ 
ment the enterprise by func¬ 
tion, deploying and optimiz¬ 
ing different solutions for 
different tasks.” 

Some data centers might 
also benefit from Schulz’s sug¬ 
gestion to “move from focus¬ 
ing on data footprint reduction 
(DFR) at targets with dedupe 
expanding upstream to the 
source where applications and 
primary data resides.” This 
may mean you will expand 


your DFR toolbox to other 
techniques, such as archiving 
and compression, he says. 

In addition, he says that a lit¬ 
tle bit of flash SSD in the right 
location can go a long way. 

Compare Future, Fad 

In the IT field, advising data 
center managers to plan for the 
future can quickly become a 
cliche prescription, but there’s 
more to future-forward storage 
management than making sure 
you have enough space to keep 
everything for eternity. 

Snell says it’s imprecise and 
unrealistic to say you want to 
keep data forever. Instead, ask, 
“Which data do you want to 
keep, and for how long? What 
are the five-year and 10-year 
migration plans for data that 
you want to keep?” 


Alternatively, Schulz says 
you can move toward a strat¬ 
egy focused on how to remove 
complexity, which will in turn 
reduce costs while boosting 


performance and resiliency, 
instead of relying on a strategy 
that’s based on “how you can 
find problems to solve with 
trendy new tools.” 


Gain Insight, Acquire Tools & Determine Costs 

Greg Schulz, senior advisory analyst at the Server and 
StoragelO Group, says that insight and situational aware¬ 
ness are key, because “without knowledge as to what you 
have, how it is running, where and when it is being used, 
what is being protected (or not), and related indicators, you 
are simply flying blind and not able to make effective stor¬ 
age decisions.” 

It’s important to get the tools you need, if you don’t already 
have them, and enable them, Schulz says, but you also need 
to determine what your costs are for providing services. “That 
means more than just the hardware; Include software, facili¬ 
ties, people, and related things so that you know how much it 
costs to provide a service to a given level,” he says. 


BONUS TIPS: 

View New Standards As 
Leverage For Opportunities 

Addison Snell, CEO of 
Intersect360 Research, says 
the biggest effect of big data 
on enterprise storage “is that 
performance is now becoming 
a dominant consideration, on 
par with traditionally important 
enterprise features like reliabil¬ 
ity.” Storage administrators now 
have to consider I/O bandwidth, 


latency, throughput, and seal- 
ability when deploying new sys¬ 
tems, he says. “This is leading 
to increased adoption of new 
technologies, and it creates 
opportunities for new vendors.” 

Apply HPC Technologies 
To The Data Center 

Technologies that have been 
familiar to various types of 
high-performance computing 
(HPC) end users for years 


(for the management of large, 
critical data sets) are now 
becoming useful in enterprise 
environments, Snell says. For 
example, the use of tiered stor¬ 
age and metadata manage¬ 
ment (coupled with parallel 
file systems) that has been 
common within the media, 
entertainment, finance, and oil 
exploration fields, is increasing 
in importance within non-HPC 
enterprises, he says. 
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HOW TO 


Spot & Fix Problems 
With Data Center Airflow 

Troubleshooting Problems Doesn’t Need To Be Expensive 



Data centers evolve over 
time. You move racks, add new 
equipment, and reroute cabling. 
All changes, no matter how 
small, could potentially impact 
your data center’s airflow. 

Even if you’re doing your 
best to monitor and manage 
cooling and airflow, new high- 
density equipment and the con¬ 
tinued push to implement green 
energy-efficiency measures 
mean you could be doing more. 
It starts with identifying com¬ 
mon airflow problems, finding 
out if they’re impacting your 
own data center, and taking 
some basic steps to troubleshoot 
and solve any airflow problems. 

Why The Concern? 

The shift toward high- 
density equipment is a primary 
force behind the need to close¬ 
ly monitor and manage data 
center airflow, says Laura Viars, 
account manager at Rackmount 

Get Started 


Solutions (866/207-6631; 
www.rackmountsolutions.net). 

“Inefficient cooling is no lon¬ 
ger just an expensive problem 
to have,” she says. “With newer 
IT equipment being as high- 
powered as it is, ample and 
appropriate cooling is necessary 
to keep electronics running at 
peak performance and to prevent 
failures due to overheating.” 

Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com), agrees 
high-density equipment is cre¬ 
ating airflow concerns. “The 
equipment has a smaller foot¬ 
print but consumes more power, 
which will allow space for more 
server racks and will contribute 
to more heat in the data center.” 

Rising utility costs and 
the green movement, includ¬ 
ing government mandates for 
greater efficiencies for power 
consumption, are also driving 
airflow concerns, he says. 


Viars says, “The push toward 
lower PUE numbers persists as 
well, for which overall airflow 
efficiency is a huge factor.” 

Identify The Problems 

So where do you begin to 
identify and fix airflow prob¬ 
lems? “A checkup in the rele¬ 
vant areas within the data center 
can be a first step in identifying 
potential airflow issues without 
spending money,” Viars says. 
For example, she says, check the 
subfloor for any dust or debris 
that might be affecting airflow 
or for cables or other physical 
obstacles impeding the airflow 
around your CRAC units or 
underneath the vented tiles. 

“If you’re unsure of wheth¬ 
er or not you have an airflow 
concern, and you don’t have the 
ability or confidence to identify 
these issues yourself, there are 
companies that can perform a 
consultative assessment of your 
data center for you,” Viars says. 

These services might be cost¬ 
ly, she says, but they will pres¬ 
ent you with the most accurate 


Key Points 


• A shift to high-density equip¬ 
ment is making airflow moni¬ 
toring and management more 
essential than ever. 

• Bypass airflow, hot spots, air 
leakage, obstructions, and air 
dams are some of the most 
common signs of airflow issues. 

• Relatively simple improve¬ 
ments, such as installing 
brush grommets, can make a 
big difference. 


results, identifying stranded 
capacity, checking for hot spots, 
calculating your current cooling 
capacity, and offering recom¬ 
mendations on how to resolve 
any airflow issues, she says. 

In addition to airflow 
obstructions, other common 
airflow issues include hot spots, 
bypass air, and other forms of 
air leakage. 

Koty says, “Hot spots, or 
areas where air temperature is 
above acceptable levels, are 


Identifying airflow problems does not need to be expensive, 
says Laura Viars, account manager at Rackmount Solutions 
(866/207-6631; www.rackmountsolutions.net). “One surefire 
sign of an airflow concern is hot spots,” she says. You can find 
hot spots relatively easily, she says, by taking accurate tem¬ 
perature readings. 

Also be sure to pay attention to any possible obstructions in 
airflow patterns. Poor cable management at the rack level is a 
big contributor, she says, but you can’t neglect what’s happen¬ 
ing beneath your raised floor. 
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typically caused by poor airflow 
management, either caused by 
insufficient cool air supply or 
excess recirculation of hot air.” 

You can find hot spots fairly 
easily, Viars says. If you have 
monitors both inside the cabi¬ 
nets and in ambient air areas, 
you likely already have accu¬ 
rate temperature readings you 
can review, she says. If you 
don’t have a monitoring sys¬ 
tem in place, she says, consid¬ 
er purchasing an infrared ther¬ 
mometer gun (typically less 
than $100) or using tempera¬ 
ture strips that can be adhered 
to inexpensive filler panels and 
allow you to pinpoint areas 
within your cabinets that are 
warmer than others. 

Koty says air leakage or 
bypass air occurs when air 
passes through penetrations in 
walls and floors by pipes, pil¬ 
lars, and other utilities. “The 
accumulation of these penetra¬ 
tions can lead to significant loss 
of air pressure and cooling effi¬ 
ciency,” he says. Obstructions 
and air dams, he says, are a 
common result of abandoned 
cables and an accumulation of 
cables running in cold aisles 
under a raised floor, limiting 
airflow to perforated tiles. 

Quick Solutions 

There are many quick-and- 
easy steps you can take to 
eliminate airflow problems. 

For starters, Koty says, make 
sure you’re using proper cable 
management techniques. Pay 


special attention to any aban¬ 
doned or excess cable. “Only 
have necessary cables running 
under a raised floor,” he says. 
“And remember underfloor 
does not mean storage space.” 

If your data center uses a hot 
aisle/cold aisle configuration, 
ensure that cables run only in 
the hot aisles, Koty says. 

Walk the raised floor in the 
cold aisles, he says. “If you 
notice a considerable difference 
from one cold aisle to another, 
you have a potential problem.” 

Perform a visual inspection. 
Koty says to look for equip¬ 
ment that is showing signs of 
overheating, perforated floor 
tiles that are in areas other than 
the cold aisles, and signs of 
loose or misaligned blower 
motor belts and pulleys on any 
cooling equipment. 


You’ll also want to check 
for unsealed cable cutouts or 
other penetrations in the floor 
or for empty spaces in cabi¬ 
nets, Koty says. Make sure 


to install blanking panels in 
empty cabinet spaces to avoid 
cool air bypassing servers and 
install brush grommets in all 
raised floor cable cutouts. 


Action Plan 

Understand why airflow matters. The push toward greater 
efficiencies, lower power usage effectiveness (PUE) num¬ 
bers, and high-density equipment are all driving the need for 
better airflow and cooling in data centers. 

Spot the problems. Check the subfloor and racks and cabi¬ 
nets for dirt, debris, poor cable management, empty spaces, 
and other airflow obstructions or leakages. 

If needed, seek outside help. Consider hiring an outside 
vendor to assess your data center, if needed, or invest in 
computational fluid dynamics tools for a comprehensive view 
of airflow in your data center. 


Top Tips 

Laura Viars, account manager at Rackmount Solutions (866/207-6631; www.rackmountsolutions.net), 
offers these tips for solving airflow issues: 

Monitor temperatures. One relatively simple way to check for airflow problems is to monitor the 
temperatures both inside the rack as well as the ambient environment. “Temperatures should be 
taken in three zones within the rack: top, middle, and bottom. Make sure that these temperatures 
are in line with the equipment manufacturer’s specifications.” 

Check cooling equipment. Monitor your CRAC units, chilled water pumps, and condenser loops to 
make sure that all valves, gauges, and indicators/alarms are functional and operating as intended. 

Invest in some basics. “There are a number of affordable options on the market to help alleviate 
common airflow saboteurs,” Viars says. She suggests grommets to cover cable entries from the 
raised floor into the rack, under-rack panels to keep air from escaping the spaces between the 
base of the cabinet and the raised floor, and sealing tape to fill spaces in between cabinets. 
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HOW TO 


Troubleshoot Problems 
With Data Recoveries 

Make Sure Your Data Backups & Strategies Are Working Before It’s Too Late 



Data backup is the only way 
to protect crucial information 
during outages or full-scale 
disasters. But a data backup is 
only useful to an organization 
if data can be recovered from 
a specific moment in time and 
quickly brought online. 

Because data recovery fail¬ 
ures are often irreversible, if 
you don’t have solid backups 
in place, whether onsite or off¬ 
site, it’s possible to lose infor¬ 
mation. To protect your data 
and your company, experts 
offer some steps you can take 
to make sure your backup 
solutions are working correctly 
and you can actually recover 
data when you need it. 

Identify Common Problems 

Data recoveries can fail for 
many reasons, but according to 
Rachel Dines, senior analyst at 
Forrester, one of the most com¬ 
mon is backup data becoming 

Get Started 


corrupted and unrecoverable. 
This relates to both the digital 
data and the physical media on 
which the data is stored. 

Recoveries can also fail if 
there was never a backup in the 
first place, Dines says, adding 
that this “happens more often 
that you might expect, especial¬ 
ly in virtualized environments 
where users can spin up new 
VMs that the backup adminis¬ 
trator might not know about.” 
Such situations of human error 
can be avoided through employ¬ 
ee education, familiarity with 
backup and recovery solutions, 
and clear roles for your IT team. 

David Drysdale, consulting 
analyst at Info-Tech Research 
Group, says companies will 
often rely on software to auto¬ 
mate the backup and recov¬ 
ery process, but “if you want 
to have any confidence at all 
in your ability to recover that 
data when you really need it,” 


you need to maintain your 
storage media. 

“Keep an eye on backup 
logs,” he says, so you can 
catch and diagnose errors 
before they become a problem. 
These types of tasks often fall 
to the wayside, Drysdale says, 
but the more focus you can put 
on the health of your backups, 
the better off you’ll be. 

Plan & Prepare 

“An ounce of prevention is 
worth a pound of cure” when 
it comes to backups and recov¬ 
ery, Drysdale says. The only 
way to truly prevent data loss 
and major downtime issues 
when a disaster occurs is to 
have a proper backup system 
in place well ahead of time and 
make sure that you can fully 
recover a system from a spe¬ 
cific point in time. 

“Some organizations will 
rely on features like replication 
or snapshots, but that really 
isn’t enough,” Drysdale says. 
“Those are business continuity 
tools, not data recovery tools, 


• Know the most common 
errors that can occur during 
recovery and plan for them. 

• Back up your data in mul¬ 
tiple locations to ensure you 
always have a fallback plan in 
case of a recovery failure. 

• Test your backup and recov¬ 
ery solutions and the back¬ 
ups themselves to make sure 
they’ll be ready when you 
need them. 


and if you rely solely on these 
functions, you risk replicating 
corrupt data.” 

Although you need to use a 
combination of recovery and 
continuity solutions to fully 
protect your data, you also 
need to make sure you’re not 
only backing up data once, but 
multiple times and in multiple 
locations, Dines says. 

“If a recovery fails, organi¬ 
zations may first look to see 
if there are other copies of the 


Jim Thomas, director of technical services at Paragon Software 
(888/347-5462; www.paragon-software.com), says “IT managers 
will benefit most when receiving full versions of the backup soft¬ 
ware they’re interested in evaluating. Steer clear of free demo ver¬ 
sions that are available from backup vendors’Web sites, as these 
versions often limit functionality and restrict the evaluation period.” 
Thomas says, “recovery features are typically the most important 
aspects missing from free demos, in order to control unauthorized 
and extended use of the products. IT managers should set up brief 
calls with vendors to obtain full-featured evaluation licenses.” 
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backup stored elsewhere, like 
at another site or on different 
media,” she says. 

But if recovery fails and 
there are no other recent back¬ 
ups available, she says com¬ 
panies may have to “settle for 
a longer recovery point objec¬ 
tive (RPO) and go back to an 
older backup,” which means 
you’ll lose the most recent 
progress and changes made 
to that data. That’s why it’s 
crucial to make sure that your 
data is backed up on a consis¬ 
tent basis and that those back¬ 
ups are actually usable. 

Regularly Test 
Solutions & Backups 

“Test, test, test, and test some 
more,” Drysdale says. Without 
proper testing, you can’t be 
sure that your backups will 
be recoverable at any given 
moment. The backup operator 
may think the backup is being 
performed successfully, but 
you shouldn’t “take your soft¬ 
ware’s word for it,” he says. 
Inconsistencies in software 
are common, and your backup 
solution may not catch every 
change made to a piece of data 
and make it recoverable from 
that specific point. 

You should always check 
to make sure your backup and 
recovery solutions have the 
proper settings and are running 
correctly, but you also need 
to periodically test the data 
recovery points themselves. 
To make sure your larger-scale 


backup and recovery objec¬ 
tives are being met, Drysdale 
recommends that in addition 
to performing random spot- 
checks, you also try to run 
through each system at least 
once per year. Dines says that 
on at least a monthly basis, 
companies should randomly 
select a recent backup set and 
try to recover it. 

“Backups are a critical 
component of many organiza¬ 
tions’ overall resiliency plans, 
and without proper backups, 
you will not be able to meet 
recovery objectives and end up 
with longer system downtime 
and greater amounts of data 
loss,” Dines says. “The single 
most important thing compa¬ 
nies should do to prevent data 
recovery problems is to test 
their recoveries from backups 
on a systematic basis.” 


Action Plan 

Develop a plan. If you wait until a disaster happens to fig¬ 
ure out your backup and recovery strategy, then it’s too late. 
Have a solid plan in place and make sure your employees 
know their roles. 

Back up. You first need to decide what types of data you 
actually need to back up and how fast you need to be able to 
recover that data. 

Process. Optimize your backup processes and decide 
whether a strictly tape approach is best or if you need to 
think about a cloud-based alternative to meet your needs. 

Test. Backup and recovery testing is essential as backup 
and recovery aren’t simply set-it-and-forget-it processes. You 
need to regularly test your solutions to make sure they are 
performing as expected, and you also need to go through 
the recovery process on random data points to make sure 
they’ll be available when you need them. 


Top Tips 

Incremental backups are key. Jim Thomas, director of technical services at Paragon Software, (888/347- 
5462; www.paragon-software.com) says IT managers should focus on disk imaging solutions that back 
up only the incremental changes since the last backup. Specifically those “that offer distributed architec¬ 
tures allowing for multiple backup servers to disperse the workload.” 

Maximize available storage. “Use tiered storage for backups, replicas and archiving, along with retention 
policies to help efficiently utilize available storage capacity,”Thomas says. “Integrated deduplication can 
also be beneficial when looking to reduce storage requirements or move large amounts of redundant data 
across slower WAN links.” 

Maintain mission-critical service levels. When testing backup software, it’s crucial to avoid disrupting 
day-to-day operations. IT managers can accomplish this by setting up an isolated environment for evalua¬ 
tions. “Virtualization platforms offer an excellent means to quickly set up test configurations,” he says. 
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Buying Tips: 

Data Center 
Racks & Cabinets 



Racks and cabinets hold 
and protect every piece of 
equipment that runs your data 
center, so don’t rush the deci¬ 
sion about which cabinet to 
purchase. Instead, focus on the 
most important features and 
ensure the cabinet will fulfill 
your needs for years to come. 

Know What’s On The Market 

Start by researching what’s 
on the market. There are full- 
sized, midsized, and smaller 
cabinets as well as racks with 
heights of 30 to 84 inches and 
widths of 24 to 36 inches. 

Rodger Baldwin, execu¬ 
tive account manager at Rack 
Solutions (888/903-7225; 
www.racksolutions.com), says 
to consider the height, depth, 
and width of the cabinet before 
making a purchase. He says 
more companies are asking for 
wider, deeper cabinets. “We 
have clients asking for 30 inch¬ 
es wide and 48 inches deep,” 
he says, so they can accommo¬ 
date larger servers, extra cable 
management space, and bet¬ 
ter airflow for the equipment 
mounted in the cabinet. 

Eli E. Hertz, CEO and presi¬ 
dent of Hergo (888/222-7270; 
www.hergo.com), says to look 
for potential add-on items, 
such as overhead storage com¬ 
partments, power and cable 
management solutions, and 
back and side panels. Different 
sized racks and cabinets paired 
with additional solutions can 


help you design a product that’s 
perfect for your data center. 

Pinpoint Special Needs 

“Establish what you need 
the cabinet to do,” says Susan 
Wynne, senior sourcing spe¬ 
cialist for Rackmount Solutions 
(866/207-6631; www.rackmount 
solutions.net). “If the equipment 
is noisy, you may want a sound 
reduction cabinet. If the environ¬ 
ment is dirty, you may need a 
filtered cabinet. Even the area of 
the country is important, and you 
may need an air-conditioned or 
NEBS cabinet.” 

Other considerations include 
whether you have a sprinkler- 
based fire suppression system 
that requires NEMA 12 certified 
cabinets that keep out moisture, 
Wynne says. You should also 
consider built-in security mea¬ 
sures, such as locked cages or 
other alternatives, if there is a lot 
of traffic in your data center. 

Get The Right Fit 

In most cases, you’ve decided 
which pieces of equipment to 
buy for your data center before 
you start shopping for the racks 
and cabinets to store them. It’s 
a great opportunity to measure 
each piece and create a mock 
configuration for how it will fit 
into the rack or cabinet. “This 
ensures the cabinet is tall enough, 
wide enough, and deep enough 
to handle the longest piece of 
equipment to be populated into 
the cabinet,” Wynne says. 


But be careful you don’t pop¬ 
ulate the racks or cabinets with 
more equipment than you can 
reasonably concentrate in one 
area, says Ken Koty, sales engi¬ 
neer at PDU Cables (866/631- 
4238; www.pducables.com). 

A higher density of equip¬ 
ment creates more heat and 
possible hot spots. “Make 
sure your cooling equip¬ 
ment can adequately cool the 
equipment before you put it 
all in one spot.” 

The amount of space the rack 
or cabinet takes up is equally 
important. “Make sure the out¬ 
side dimensions of the cabinet 
will fit in the designated loca¬ 
tion,” Wynne says. Leave ade¬ 
quate space for future expan¬ 
sion. If you don’t, you could 
get stuck with a cramped and 
inefficient data center with no 
room for evolution. 


Check For Airflow 

If you are utilizing raised 
floors and CRAC units, having 
vents or grills to allow airflow 
through the stmcture is essential, 
Koty says. “Look for server cabi¬ 
nets that provide good ventila¬ 
tion. Make sure that the cabinets 
draw cold air from the front and 
discharge in the back to enable a 
hot/cold-aisle configuration.” 

Baldwin agrees, adding, 
“whether or not you are using 
hot/cold aisles, the cabinets 
should always meet or exceed 
the [airflow] requirements of the 
equipment being installed.” 

Research The Vendor 

Hertz says you should be able 
to grill the supplier on what you 
are actually going to be getting, 
and the vendor should know the 
product from nuts to bolts. 


Checklist 

Cable management. Is cable management built-in, or does the 
rack or cabinet leave adequate space to neatly route cables? 

Mounting. Does the rack/cabinet provide PDU mounting 
options such as brackets? 

Special requirements. Does the equipment you’re mounting 
require tapped or M6 holes? 

Check for fit. Will you need to disassemble the rack/cabinet 
to get it in the room? 

Security. Is the cabinet lockable to prevent potential 
security issues? 
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Buying Tips: 

Colocation 

Providers 



When selecting a coloca¬ 
tion provider, it’s crucial to get 
it right the first time, says Darin 
Stahl, Info-Tech Research 
Group lead analyst. 

“When you get into a coloca¬ 
tion, switching costs are enor¬ 
mous,” he says. “This isn’t like 
buying a bunch of photocopi¬ 
ers, being unhappy with them, 
and putting them to the curb 
and getting new [copiers] in. 
It’s a big deal to go through 
switching.” To find a good fit 
with a colocation provider, con¬ 
sider the following. 

Understand The Options 

Stahl says the colocation/ 
managed service provider mar¬ 
ket can be categorized into 
three tiers. Tier one vendors 
typically have significant mar¬ 
ket influence and enormous 
geographic scale, he says. Tier 
two vendors generally have the 
same qualifications but less 
market influence and possi¬ 
bly less geographic scale. Tier 
three vendors are basically 
everyone else, he says. 

Although price is a factor 
when comparing providers, it 
shouldn’t be the driving factor. 
Smaller colocation providers 
that compete on price and don’t 
own their facility typically can’t 
offer an iron-clad SLA around 
the actual facility, Stahl says. 

Lynda Stadtmueller, pro¬ 
gram director for cloud com¬ 
puting services at Frost & 
Sullivan’s Stratecast division, 


agrees, adding, “There’s too 
much at stake ... to go low 
bid.” Colocation, she says, “is 
not a commodity; every pro¬ 
vider has different configura¬ 
tions, capacity, processes, and 
systems that can seriously 
impact your applications.” 

Consider Usage & Location 

Be sure to consider how you 
want to use the facility and for 
what purpose. Some compa¬ 
nies invest in colocation so they 
can cut down on internal data 
center and infrastructure costs 
while others hope to set up a 
safe solution for disaster recov¬ 
ery. Once you know how you 
intend to use equipment in your 
colocation environment, you 
can then find the best location. 

Know The Reputation Of 
Your Provider & Its Facility 

Checking a colocation pro¬ 
vider’s past history is as impor¬ 
tant as making sure it’s in a 
safe location. Request customer 
referrals whenever possible and 
gather as much information 
as you can about the provider 
before you make your decision. 

Make Sure There Is Room 
For Growth & Expansion 

Although it’s important to 
put a heavy focus on what your 
company needs now in terms of 
equipment and performance, it’s 
also cmcial to look to your com¬ 
pany’s potential future needs and 
ensure there is enough room for 


expansion years down the road. 
Instead of backing yourself into 
a comer, make sure your coloca¬ 
tion provider’s facility is flexible 
enough to support more or less 
equipment depending on whether 
you wish to expand or consoli¬ 
date at a later date. 

Start The Negotiations 

Before negotiating with a ven¬ 
dor, have a copy of the agree¬ 
ment, SLAs, acceptable use 
and access policies, billing and 
invoicing procedure details, 
insurance requirements, and 
the vendor’s contact points. 
Discussions should include the 
company’s CIO/IT director, legal 
team, CFO, network and systems 
administrators, infrastructure 


manager, IT and facilities staff, 
and executives who will help 
transition the shift from deploy¬ 
ment and maintenance to plan¬ 
ning future innovation and devel¬ 
opment needs. 

Stahl says to push for the con¬ 
tract to include an annual ser¬ 
vices review and ability to right- 
size or contract services so you 
don’t pay for capabilities you 
don’t need. Some of the best 
vendors do this upfront, he says. 

Conduct a quarterly meeting 
with the vendor to discuss what 
you did in the space during that 
time, what worked and didn’t, 
and what you have planned. Ask 
the vendor to do likewise, which 
may result in learning the ven¬ 
dor’s scheduled outages. 


Checklist 

Ownership. Does the provider own the facility itself or does 
it lease it from another company, potentially complicating 
the issue? 

Plans. What are your short- and long-term plans for coloca¬ 
tion? Does the provider have options in place for your poten¬ 
tial company growth and expansion? 

Determine your needs. Before starting to compare providers, 
know how much power and space you need. This will ensure 
you can make apples-to-apples comparisons in terms of rates 
and capabilities. 

Make sure support is available. Does the facility offer 
24/7/365 customer service? If so, what’s the response time like 
both during and after hours? Try testing out the technical sup¬ 
port and customer service before committing to the provider. 
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Buying Tips: 

Enterprise 
Backup Solutions 



In a world where your 
organization could focus 
100% of its resources on 
creating products and offer¬ 
ing services, backing up data 
wouldn’t be necessary. But 
the fact is, storage fails, and 
the only way for your orga¬ 
nization to survive the inevi¬ 
table is to regularly allocate 
resources toward making 
redundant copies of your data. 

Knowing how to budget for, 
buy, and think about physical 
onsite backup products such 
as tape, disk, virtual tape, and 
more is essential. Here are 
some items to consider. 

Research & Deliberation 

First and foremost, says Greg 
Schulz, senior advisory analyst 
at the Server and StoragelO 
Group, those in the market for 
an enterprise storage backup 
product need to make a care¬ 
ful accounting of their require¬ 
ments before spending a dime. 
“Which means understanding 
what you would like to have vs. 
what would be nice to have.” 

Schulz says the factors that 
should weigh heavily in your 
decision include your perfor¬ 
mance, availability, and capac¬ 
ity needs as well as the prod¬ 
uct’s ability to interoperate 
with and incorporate existing 
hardware, software, networking 
technology, and infrastructure. 

In many cases, supplementa¬ 
ry tools, technology, hardware, 
or software will be necessary 


to make the backup product 
adequately address your par¬ 
ticular needs. Schulz adds that 
in almost all cases, however, 
people skills, polices, and pro¬ 
cedures will need to be updat¬ 
ed or added. 

Creating a thoughtful backup 
plan is one of the better ways 
to save money: Give the most 
critical data access to more 
redundancy, and don’t back up 
disposable data. You can also 
save on the cost of media and 
disk space using compression, 
deduplication, and thin provi¬ 
sioning techniques. 

Avoid Potential Pitfalls 

If your organization is lean¬ 
ing toward updating its backup 
technology significantly, for 
instance by moving from tape 
to disk, then make sure to 
reevaluate retention cycles, as 
well as when and how data is 
protected, Schulz says. 

“Don’t forget to ask your¬ 
self this question: What are 
you looking to solve, fix, or 
address via the technology 
you are going to acquire? 
Are you actually taking care 
of a problem or need or sim¬ 
ply moving and masking it, 
kicking the can down the road 
and delaying what needs to be 
done until later?” 

One of the most common 
mistakes, Schulz says, is 
“focusing too much on obtain¬ 
ing something new and then 
using it in old ways.” 


Be careful to not confuse 
wants with needs or require¬ 
ments. Dealing with unclear 
requirements can also hinder the 
hunt for an ideal solution. Try 
not to focus too much on the 
given technology or product, but 
instead think about how it will 
integrate into your environment. 

Schulz says the No. 1 mis¬ 
take he sees firms commit is 
to focus on getting the lowest- 
cost solution instead of “the 
best value along with total cost 
analysis.” Schulz adds that 
it’s vital to get accurate num¬ 
bers when calculating TCO, 
as “garbage into a TCO model 
can result in garbage out of a 
TCO model.” 

Get Your Priorities Straight 

Schulz says to avoid getting 
caught up trying to figure out 

Checklist 


how a given technology can 
benefit your organization. 

“The most important thing 
is to determine how the tech¬ 
nology will work for you. 
How will the solution or tech¬ 
nology fit into your overall 
strategy—coexist with your 
environment, applications, 
and existing technologies?” 

Schulz says other things 
to keep in mind include the 
upfront capital and operating 
costs, along with recurring 
costs for licenses, maintenance, 
upgrades, training, education, 
or optional enhancements over 
a given period of time (usu¬ 
ally several years). Checking 
the “reliability, scalability, and 
resiliency of the solution, along 
with stability or track record of 
the vendor and their support” is 
also important. 


Understand the requirements. Fully investigate your chosen 
backup technology to get a clear picture of hardware, soft¬ 
ware, training, and personnel requirements. 

Know if you’ll need support. If you don’t have IT personnel 
tasked with building and maintaining backups, look for offer¬ 
ings with comprehensive 24/7 support. 

Seek help with integration. Consider using consulting 
and integration support to help you make the most of your 
backup strategy. 

Check for legal requirements. Before pulling the trigger, be 
aware of any industry- and data-specific legal requirements 
and regulations you may need to heed. 
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Buying Tips: 

DCIM 

Solutions 


Data center managers are 
eyeing data center infrastructure 
management (DCIM) solutions 
for the numerous benefits they 
can offer by providing a holistic 
view of data center and facilities 
infrastructures. Here are some 
of the key elements to consider 
when purchasing a solution. 

Know What DCIM Can Do 

DCIM solutions enable IT to 
view real-time power and tem¬ 
perature usage data on a granu¬ 
lar level and provide monitor¬ 
ing, management, automation, 
optimization, and capacity and 
budget planning capabilities, all 
of which lead to the streamlin¬ 
ing of operations and improving 
energy consumption and overall 
efficiency. Along with that real¬ 
time, holistic view into power, 
cooling, and other IT and physi¬ 
cal assets, you’ll get documenta¬ 
tion, control, visibility, and met¬ 
rics tools all in one solution. 

DCIM solutions can replace 
spreadsheets, paper records, 
CAD drawings, and similar 
tools traditionally used to track 
assets. You’ll gain real-time, in- 
depth views into physical and 
IT assets because, with DCIM, 
you’ll have a firm understand¬ 
ing of where your infrastructure 
assets and spare capacity exist. 

Other benefits include quick 
completion of company-required 
changes; the ability to receive 
capacity data for power, rack 
units, cooling, chassis, and net¬ 
work capacity consolidated into 


one system; less downtime; 
and precise views of capacity, 
trend, and environmental data for 
everyone to access. 

Find The Right Product 
To Meet Your Needs 

When comparing DCIM solu¬ 
tions, consider what your great¬ 
est need is and your ability to 
fully use the platform’s tools. 
For example, determine whether 
you have the resources in place 
to address issues the DCIM 
solution uncovers and change 
the facility or operating proce¬ 
dures to enable improvements. 

The maturing of the DCIM 
market means there are prod¬ 
ucts suitable for even small 
enterprises. When evaluating 
vendors, look for ones that have 
forged strong links with the 
leading enterprise IT manage¬ 
ment vendors. In some cases, 
your existing power vendors 
may offer solutions. This would 
be a good starting point as you 
already trust them as vendors. 

Greg Schulz, senior advisory 
analyst at Server and StoragelO, 
says to pay attention to holistic 
DCIM solutions that expand 
beyond traditional facilities 
power, cooling, assessment, and 
management. Having insight 
on server, storage, networking, 
hardware, software, and services, 
along with a facility’s use and 
service levels, enables making 
informed decisions on where to 
deploy SSD/flash, blade servers 
optimized for energy-efficient 


virtualization, and private clouds 
along with other popular buzz¬ 
word themes, Schulz says. 

With whatever DCIM appli¬ 
cation you choose, you need 
the infrastructure support to run 
and maintain the app, says Alex 
North, director of business devel¬ 
opment at BayTech (800/523- 
2702; www.baytech.net). 

Prepare For Installation 

Jay E. Pultz, vice president 
and distinguished analyst at 
Gartner, says there is a lot that 
goes into a DCIM installation. 

“You want to make as best use 
of existing data sources as you 
can, like an IT asset management 
system and CMDB and things 
like SNMP feeds from the major 
pieces of equipment,” Pultz says. 

Checklist 


“You’re also going to have 
to put in additional sensors to 
augment the feeds that you 
have. Those are typically wire¬ 
less sensors that again measure 
three points on the racks.” Pultz 
says you won’t be able to get 
a data feed from everything, 
so you’ll need a way to mea¬ 
sure and estimate them, or not 
include them. 

It typically takes a couple 
of months to fully implement 
a DCIM solution, Pultz says. 
Express certain levels of sup¬ 
port in the contract, he says, 
and make sure you feel com¬ 
fortable with what the vendor 
offers before signing. The 
vendor should help make the 
DCIM implementation pro¬ 
cess much easier. 


Implement DCIM in phases. “This is probably not a one-fell- 
swoop kind of thing,” says Jay E. Pultz, vice president and distin¬ 
guished analyst at Gartner. “Start with racks where you know that 
the equipment is well-instrumented and any places that you know 
you have a high power density in the rack. When you get up to like 
lOkW per rack, you want to keep real good track of those things” 

Know what you’re up against. Possible obstacles to acquir¬ 
ing a DCIM solution can include the company’s finance 
department vetoing the purchase; departments having differ¬ 
ent solutions in mind, leading to paralysis; vendors not provid¬ 
ing a solution priced for the small to midsized enterprise; lack 
of manpower needed to learn, implement, and oversee the 
solution; and poor or slow solution support. Before investing 
in DCIM, know how you’ll handle these obstacles. 


Processor.com • Vol. 36 Iss. 2 • January 24,2014 • Processor® 41 











PROCESSOR 


Network With Your Peers 
At These IT Training & Association Meetings 
Across The United States 


JANUARY 

SIM Philadelphia 
Seminar & Dinner 

AITP Twin City 

Feb. 4, 3:30 p.m. 

Jan. 24, 7 p.m. 

Top of the Tower 

Ozark House Restaurant 

1717 Arch St. 

704 McGregor St. 

Philadelphia, Pa. 

Bloomington, III. 

www.simphila.clubexpress.com 

www.aitp.org/members 

/content.aspx?page_id=2&club_ 

/group_content_view 

id=640564 

.asp?group=75779&id=125369 



AITP Wheeling 

Configuring & 

Feb. 12 

Managing 

White Palace at Wheeling Park 

SharePoint 2010 

1801 National Road 

Jan. 27 

Wheeling, W.Va. 

New Horizons Tysons Corner 

www.aitp-wheeling.org 

2010 Corporate Ridge 


Suite 200 

AITP Research Triangle Park 

McLean, Va. 

Feb. 13 

www.dcnewhorizons.com 

NC State University Club 

4200 Hillsborough St. 

Raleigh, N.C. 

FEBRUARY 

www.rtp-aitp.org 

BICSI 

AITP Washington D.C. 

Winter Conference 

Feb. 13 

Feb. 2-6 

Alfio’s LaTrattorio Restaurant 

Rosen Shingle Creek Resort 

4515 Willard Ave. 

Orlando, Fla. 

Chevy Chase, Md. 

www.bicsi.org/winter 

www.aitpdc.org 


Cyber War 2014 

Feb. 14 

Train Ace Greenbelt 
7833 Walker Drive 
Suite 520 C 
Greenbelt, Md. 
www.trainace.com 


AITP Lehigh Valley - 
M2M Technology & 
Application Solutions 

Feb. 19 

The Starlight Diner 
233 N. Route 100 
Allentown, Pa. 
www.lv-aitp.org/events.php 


Social Engineering & 
Manipulation 

Feb. 24 

Train Ace Greenbelt 
7833 Walker Drive, Suite 520 C 
Greenbelt, Md. 
www.trainace.com 


Wearables 

DevCon 

Feb. 25-27 
San Francisco, Calif. 
www.wearablesdevcon.com 
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Upcoming IT Events 


AITP 
Twin City 

Feb. 28 
7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members/group 
_content_view 

.asp?group=75779&id=125369 

MARCH 

Interconnecting 
Cisco Network Devices 1 

March 7 

New Horizons Washington, D.C. 
1331 FSt.N.W. 

Suite 420 
Washington, D.C. 
www.dcnewhorizons.com 


AITP 

Wheeling 

March 12 

White Palace at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 


AITP Research 
Triangle Park 

March 13 

NC State University Club 
4200 Hillsborough St. 
Raleigh, N.C. 
www.rtp-aitp.org 


AITP Washington D.C. 

March 13 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 

Chevy Chase, Md. 
www.aitpdc.org 


AITP Lehigh Valley- 
The State Of IT 

March 20 

Lehigh Carbon Community College 
Community Services Center Ballroom 
Schnecksville, Pa. 
www.lv-aitp.org/events.php 


AITP Long Island - 
Careers SIG 

March 20, 5 p.m. 
Carlyle at the Palace 
1600 Round Swamp Road 
Plainview, N.Y. 
www.aitp-li.org/?q=node/29 


Implementing 
Cisco Intrusion Prevention 
System 

March 17 

New Horizons Tysons Corner 
2010 Corporate Ridge 
Suite 200 
McLean, Va. 

www.dcnewhorizons.com 


AITP 
Twin City 

March 28, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members/group 
_content_view 

.asp?group=75779&id=125369 


Interop Las Vegas 

March 30-April 4 
Las Vegas, Nev. 
www.interop.com/lasvegas 

Big Data 
TechCon 

March 31-April 2 
Cambridge, Mass. 
www.bigdatatechcon.com 


Do you have an event you’d like to see listed? 
Send an email to feedback@processor.com. 
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Physical Infrastructure 


PROCESSOR 

Solutions Directory 


Here are brief snapshots of several companies 
offering products designed for the data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 


You can find more detailed information on these 
companies and the products they offer inside this issue. 



(800) 523-2702 I www.baytech.net 


Rack 

Solutions 


RackSolutions has been serving the data center market for more than 10 
years. All of our products are designed, engineered, built, and shipped under 
our own roof. We have product solutions available for every major OEM, but if 
one of our existing products doesn’t fit your needs, our top-notch mechanical 
and electrical engineers can create the item you need from scratch, solving 
even the toughest installation design challenges. Best of all, we typically don’t 
charge up-front fees for design services. 

Products Sold: 

• Computer Server Racks 

• Cabinets and Shelves 

• Mounting Products 


(888) 903-7225 I www.racksolutions.com 


Physical Infrastructure 


SL AVTECH 


AVTECH Software, founded in 1988, is focused on making the monitoring 
and management of systems, servers, networks, and data center environ¬ 
ments easier. AVTECH provides powerful, easy-to-use software and hard¬ 
ware that saves organizations time and money while improving operational 
efficiency and preparedness. AVTECH products use advanced alerting 
technologies to communicate critical status information and can perform 
automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities environment, including 
temperature, humidity, power, flood, room entry, and UPS. 


(888) 220-6700 I www.AVTECH.com 


| Physical Infrastructure j 


1 Physical Infrastructure I 



<» BLACK BOX 

4 Vi RACKMOUNT 

♦V SOLUTIONS 


NETWORK SERVICES 


Black Box is a leading technology product solutions provider that 
helps customers build, manage, optimize, and secure their networks. 
The company is a single source for cabling, cabinets and racks, 
localized cooling, power and surge protection, environmental moni¬ 

♦ 

Rackmount Solutions’ mission is to listen to the IT engineer’s specific needs 
and deliver superb-quality, high-performance products through continuous 

product innovation and operational excellence. We pride ourselves in providing 


toring, and more. Black Box also offers a best-price guarantee and 

quality customer service, products that fit your IT requirements, and solid value 


FREE, live, 24/7 U.S.-based Tech Support. 

for your money. 


Products Sold: 

Products Sold: 


• Acoustic IT Enclosures * Industrial 

• Wallmount and server racks and cabinets 


• Cabinets & Racks * Infrastructure Hardware 

• Desktop/tabletop portable racks 


• Cables & Patch Panels * 

• Shockmount shipping cases 


• Console Servers * Networking 

• Bulk cable 


• Cooling * Power 

• Datacom * Remote Monitoring 

(866) 207-6631 1 www.rackmountsolutions.net 


(877) 877-2269 1 www.blackbox.com 
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Physical Infrastructure 


Physical Infrastructure 


PDU So Cables" 

Innovator in data center efficiency 


PDU Cables is the leading supplier of power distribution cables assemblies to 
data centers in North America. PDU Cables has been serving this industry since 
1981 and is the first independent cable assembly company to introduce 
colored conduit into the power distribution cable market, the first to get UL 478 
listing, and the first to introduce the Power Cable and Equipment Configurator 
software tool. The company is centrally located in Minneapolis, Minn., allowing it 
to offer 24-hour turnaround and shipping time of just one or two days to almost 
any United States destination. 

Products Sold: 

A range of power cables, cable seals, and power cord assemblies. 


(866) 631-4238 1 www.pducables.com 


AUSTIN 

□U@IKil 


Founded in 1995, Austin Hughes Electronics Ltd. is a design and manufactur¬ 
ing group that offers a broad range of solutions based around 19-inch rack- 
mount technology. With a wealth of experience, Austin Hughes design and 
development teams are focused to rapidly transform customer requirements 
and market trends into saleable solutions. 

Products Sold: 

• Infra solution Cabinet Smartcard Handles 

• InfraPower Cabinet Intelligent PDUs 

• CyberView Rackmount KVM & LCD Console Drawer 

• Environmental Sensors 


(510) 794-2888 I www.Austin-Hughes.com 


Physical Infrastructure 


AWSer 

Trust Your Batteries " 

For more than 30 years, the industry has trusted Alber with their mission critical 
batteries. Power interruption in any business means lost revenue. Are you willing 
to risk not knowing if the batteries will perform when needed? With Alber you’ll 
eliminate these unnecessary risks, while benefiting from reduced maintenance 
costs, and increased safety. Alber’s battery management solutions give you the 
confidence of knowing you’re not leaving business continuity to chance. 

Products Sold: 

Cellcorder CRT-400, Universal Xplorer Industrial Monitor (UXIM), Universal 
Xplorer Telecom Monitor (UXTM), BDSU-50 (Datacenter Monitor), DC Load 
Banks, Battery Capacity Test System (BCT-2000), BDS-40, BDS256-XL, MPM- 
100 


(800) 851-4632 1 www.alber.com 


Physical Infrastructure 


< HM CRAGG 

Quality People. Quality Power 

As an integrator and master distributor providing quality power solutions, HM 
Cragg has built a reputation as the company that delivers innovation to aid and 
satisfy its customers. HM Cragg was founded in 1968 and is 100% employee- 
owned, focusing on quality people and exceptional products. 

Products Sold: 

• AC and DC power solutions (UPSes, power distribution) 

• Control and monitoring (environmental and power) 

• Connectors and cables (cord sets, ePDU cables) 

• Cooling and Racks (airflow management, portable cooling) 


(800) 672-7244 I www.hmcragg.com 


Physical Infrastructure 


SENSAPHONE* 

REMOTE MONITORING SOLUTIONS 


Sensaphone has been designing and manufacturing remote monitoring 
systems for more than 25 years and has more than 300,000 of its products in 
use. Sensaphone’s product lineup offers a full range of devices with a broad 
number of features and applications designed to monitor your entire infrastruc¬ 
ture and alert you to changes. All product engineering functions, including 
hardware and software design and circuit board layout and assembly, are 
performed at the Sensaphone facility in Aston, Pa. 

Products Sold: 

Remote monitoring solutions that provide email and voice alarm notification 
for problems related to temperature, humidity, water detection, power failure, 
and more. 


(877) 373-2700 I www.sensaphone.com 


Physical Infrastructure 


HIND't® 

CONNECTION PERFECTION 

LINDY USA specializes in cables, adapters, electronics, and accessories for 
computer, networking, and audio video applications. Since 1932, Lindy has 
supplied high-quality interconnects to customers in commercial, telecom, and 
residential markets. What sets us apart is our complete dedication to innova¬ 
tion, performance, and reliability. Our cabling products are truly outstanding. 

Products Sold: 

• Networking Products • Audio / Video • KVM 

• Sharing, Converting, Extending • USB and FireWire • Input Devices 

• Hardware and Security • Add-On Cards • Power 

• Cables • Adapters • Much more! 


(888) 865-4639 | www.lindy-usa.com 
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Physical Infrastructure 



Since 1979, Simplex Isolation Systems has been setting new design standards 
in modular expandable cleanroom components, isolation curtains, hardware, 
and new product development. Fontana, Calif.,-based Simplex’s unique strip 
doors and mounting systems are designed for quick installation. Simplex 
parts and materials perform with optimum efficiency, last longer, and save you 
money. And with Simplex, you are always backed by industry expertise, 
product knowledge, and the best warranties in the market. 

Products Sold: 

• Cleanrooms • Strip doors 

• Enclosures • Curtains 


(877) 746-7540 I www.simplexisolationsystems.com 


Physical Infrastructure 



Based in New York City, Hergo Ergonomic Support Systems is an independent 
designer and manufacturer of enclosure cabinet solutions, technical computer 
furniture, and modular racking systems. The company’s products are designed 
to promote organization in the workspace and to increase the productivity of 
computers, peripherals, and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 

Products Sold: 

• Racks • Computer desks 

• Enclosures/cabinets • Cable management 

• Motorized workstations • Power management 

• Flat-panel arms 


(888) 222-7270 | www.hergo.com 


Storage 



paraGon 


SOFTWARE GROUP 


Founded in 1994, Paragon Software Group is an innovative software devel¬ 
oper focused on two markets. The company’s comprehensive product line for 
the data storage market addresses the needs of data security, storage, and 
management for PCs, servers, and networks. A second portfolio of products 
focuses on mobile productivity applications for handheld devices. Paragon 
Software Group has offices in the United States, Germany, Japan, Poland, 
Russia, and China delivering its solutions to consumers, small business and 
enterprise clients worldwide. 


Products Sold: 

• Backup and Disaster Recovery 

• Imaging, Migration, Deployment 

• Partition Management 


(888) 347-5462 I www.paragon-software.com 


Servers 



SERVER. 

monkey 


.com 


ServerMonkey stocks and delivers new and refurbished servers and 
networking equipment. Our blend of low prices, high quality, and exceptional 
service offers a unique opportunity for corporate IT groups to economize 
without compromising. 

Products Sold: 

• Dell, HP, and other Servers 

• Workstations 

• Storage 

• Processors 

• Server Accessories 


(713) 430-2182 I www.servermonkey.com 


| Servers I 


| Servers I 

S \® 

SUPERMICR* 


CH&NBRO 

Supermicro® (NASDAQ: SMCI), the leading innovator in high-performance, 
high-efficiency server technology, is a premier provider of advanced server 
Building Block Solutions® for enterprise IT, data center, cloud computing, HPC, 
and embedded systems worldwide. Supermicro is committed to protecting the 
environment through its “We Keep IT Green®’ initiative by providing customers 
with the most energy-efficient, environmentally-friendly solutions available on 
the market. 

Products Sold: 

• Servers • Network switches • GPU servers 

• Motherboards • Storage solutions • Embedded 

• Chassis • Blade servers 


Chenbro is a leader in enclosure solutions, selling its products primarily to 
system integrators and OEM and channel partners. The company’s extensive 
research and development efforts help it to keep its competitive edge and 
maintain market leadership, with special focus on thermal, EMI, and acoustic 
solutions. Taiwan-based Chenbro has offices in the United States, UK, The 
Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation chassis, rackmount 
chassis, and HDD enclosures. 

(408) 503-8000 1 www.supermicro.com 


(909) 947-3200 1 www.chenbro.com 
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Equipment Dealer 



In 1987, Pegasus Computer Marketing started providing mainframe products to 
the end-user market. What began as a sales-only organization soon adapted to 
offer in-house repair and refurbishment. During the past 10 years, Pegasus has 
focused primarily on the point-of-sale and barcode industries, buying, selling, and 
providing service contracts for anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 


(800) 856-2111 I www.pegasuscomputer.net 


THE INSTANT ACCESS YOU NEED. 

www. PROCESSOR, com 


PROCESSOR 

(800)334-7458 
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YOUR iPAD GOES! 


PR0CESS0R.C0M 


SIGN UP TO RECEIVE THE DIGITAL EDITION . . . 


IT'S FREE 

STEP 1. Go to 

www.Processor.com 
STEP 2. Click on Newsstand 

(^ NEW! Newsstand"^ )— 

STEP 3. Click Subscribe Now! 
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Navigate the IT jungle with 




Shop online for quality tested new and refurbished servers, networking 
equipment, workstations, and IT gear at prices you’ll go bananas for! 

Are decommissioned units taking up valuable space in your server 
room? Let ServerMonkey make you an offer! We’ll give you top dollar 
for everything we can use and recycle anything we can’t. 

1-800-428-0314 SALES@SERVERMONKEY.COM 


5 % 

DISCOUNT 


Coupon Code: 

PROCESSORS 

Valid through 12/31/2014. Use as many 
times as you like. Applicable toward any 
product in our store. 


Servers • Workstations • Networking • Accessories • Parts 
Dell • HP • Intel • IBM • Cisco 



@myservermonkey J |U4 /myservermonkey 


Please consider the environment and recycle this when you’re done with it. 

























